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Abstract 

Hybrid enterprise environments combining public cloud, private infrastructure, and edge devices—rely fundamentally 

on classical public-key cryptography (PKC) for secure key exchange, authentication, and digital signatures. The 

emergence of cryptographically relevant quantum computers (CRQCs) threatens to dismantle these foundations via 

algorithms such as Shor's, rendering current data confidentiality and long-term security guarantees obsolete.1 This 

systematic review transitions the focus from pure cloud security to the complex architectural challenge of integrating 

Post-Quantum Cryptography (PQC) across distributed enterprise landscapes. The analysis examines the foundational 

PQC candidates (NIST selection), assesses architectural dependencies (PKI, KMS, ZTA), reviews implementation 

hurdles (side-channels, performance overhead in IoT), and details the strategic necessity of crypto-agility. 

Furthermore, this report critically examines the global regulatory framework, including US CNSA 2.0 and FIPS 140-

3, highlighting critical gaps in migration planning, governance, and compliance readiness required to mitigate the 

systemic risk of the "Harvest Now, Decrypt Later" threat model. 
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1. Introduction 

1.1 Background and Motivation 

Global enterprise infrastructure is increasingly distributed, characterized by complex interactions 

between on-premises data centers, vast multi-cloud deployments (AWS, Azure, Google Cloud), 

and expanding networks of Internet of Things (IoT) and edge devices [6]. The security of this 

hybrid ecosystem is intrinsically linked to the reliability of cryptographic primitives such as RSA 

and Elliptic Curve Cryptography (ECC) [8]. The anticipated development of powerful quantum 

computers capable of executing Shor’s algorithm introduces a profound and time-sensitive 

vulnerability to all current PKC-based security guarantees [1]. This imminent threat necessitates 

an enterprise-wide pivot to quantum-resistant PQC schemes, particularly for data that must retain 

confidentiality for extended periods a risk management imperative known as defending against the 

Harvest Now, Decrypt Later (HNDL) attack model [4]. 

A crucial underlying factor driving this migration is the recognition that the transition to PQC 

inherently forces organizations to address long-standing deficiencies in cryptographic hygiene. 

Traditional cryptographic deployment often treated encryption as a static, "set-it-and-forget-it" 

component with low operational overhead. However, the PQC transition requires a thorough and 

detailed inventory of every cryptographic dependency[8]. Furthermore, the ongoing uncertainty 

regarding the long-term resilience of any single PQC algorithm family mandates the 
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implementation of robust crypto-agility the institutional ability to quickly swap algorithms without 

major system redesign [2]. This shift, driven by quantum risk, consequently accelerates the overall 

maturity of the enterprise's security architecture and cryptographic governance. 

1.2 Quantum Computing Threats to Enterprise Cryptography 

Quantum computation leverages principles of superposition and entanglement to achieve 

exponential or quadratic speedups for specific classes of problems. The two most pertinent 

quantum algorithms threatening enterprise security are Shor's and Grover's algorithms [1]: 

● Shor's Algorithm: This algorithm efficiently solves the integer factorization and discrete 

logarithm problems, the core mathematical challenges underpinning RSA, ECC, and Digital 

Signature Algorithm (DSA) [9]. A successful large-scale implementation of Shor's algorithm 

would immediately compromise key exchange, certificate validation, and digital identity 

across all traditional public-key infrastructures [10]. 

● Grover's Algorithm: This algorithm offers a quadratic speedup for unstructured database 

searches, which translates into an effective halving of the security strength of symmetric key 

algorithms like AES. While not a catastrophic break, this necessitates the proactive doubling 

of symmetric key lengths (e.g., ensuring AES-256 is used for long-term protection) to 

maintain current security margins.1 

These capabilities result in a widespread threat to data protection. The Harvest Now, Decrypt Later 

(HNDL) model transforms data security into a time-based risk, as adversaries are actively 

collecting encrypted traffic today, storing it, and anticipating future decryption when CRQCs 

arrive [4].This model is particularly dangerous for sensitive, long-lived data, such as medical 

records, financial transaction histories, or intellectual property [11]. The urgency of migration is 

therefore determined by the required secrecy lifespan of the data, compelling organizations to 

quantify their exposure and prioritize assets accordingly [12]. 

1.3 Research Objectives and Structure 

The primary focus of this systematic review is to analyze the technical and policy requirements 

for a successful PQC transition across complex hybrid environments. The specific research 

objectives are: 

● To detail the specific architectural risks posed by quantum threats to enterprise data across 

cloud, legacy, and edge segments. 

● To evaluate the implementation and performance trade-offs of the NIST-selected PQC 

algorithms in various operational contexts. 

● To assess the modernization required for key architectural components, including Public Key 

Infrastructure (PKI), Key Management Systems (KMS), and Zero Trust Architecture (ZTA). 

● To synthesize the evolving global regulatory and standards mandates (NIST, CNSA 2.0) that 

dictate migration timelines and compliance requirements. 

The structure of this report follows the established format, systematically progressing from threat 
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analysis to foundational technologies, integration architectures, operational challenges, regulatory 

oversight, and identifying residual gaps. 

1.4 Contribution of This Review 

This report provides a granular examination of PQC deployment within hybrid enterprises, 

emphasizing the critical interplay between technical selection (algorithm performance), 

architectural readiness (KMS/PKI upgrades), and policy governance (crypto-agility, regulatory 

alignment). The findings serve as a strategic roadmap for security architects, chief information 

security officers (CISOs), and policy planners, offering a comprehensive framework for proactive 

risk mitigation during the transition to a quantum-safe security posture. 

2. Quantum Threats and Cryptographic Risks in the Cloud 

2.1 Fundamentals of Quantum Computing 

Quantum computing achieves its powerful, threat-relevant capabilities through the utilization of 

qubits and quantum operations, which allow for the massive parallel processing of specific 

calculations. While Shor's algorithm directly targets the foundational mathematical problems of 

classical asymmetric cryptography, Grover's algorithm necessitates proactive adjustment of 

symmetric key lengths.1 The critical implication is that PQC is required to maintain the current 

status quo of cryptographic security against both types of quantum advantage. 

2.2 Impact on Enterprise Data Protection Across the Hybrid Span 

The vulnerability posed by quantum computing cascades across all enterprise security layers, 

regardless of the deployment model (IaaS, PaaS, SaaS, or on-premises). 

2.2.1 The Harvest Now, Decrypt Later (HNDL) Threat 

The HNDL threat is a present-day risk that dictates immediate action.4 Attackers are currently 

executing Phase 1 (Harvesting) and Phase 2 (Storing) of the attack, collecting encrypted traffic, 

digital documents, and backups [11]. The third phase (Decryption) will occur once CRQCs are 

operational, potentially exposing intellectual property, customer data, and classified government 

communications that were considered secure today [4]. For organizations handling data with long 

confidentiality requirements (e.g., healthcare records under HIPAA or defense secrets), the 

effective lifespan of their current encryption has already expired [11]. 

2.2.2 Integrity and Authentication Failures 

Quantum attacks extend beyond confidentiality. The capability to break digital signatures via 

Shor’s algorithm threatens the very fabric of digital trust. An adversary could forge identities, 

impersonate trusted users, systems, or vendors, and compromise digital certificate authenticity 

[10]. This risk is compounded in hybrid environments where system trust is predicated on 

verifiable digital identity across multiple clouds and protocols. 
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2.2.3 Systemic Risk to Multi-Tenancy Isolation 

Cloud environments rely fundamentally on strong cryptographic isolation to separate the resources 

and data of distinct customers (multi-tenancy). This isolation is often enforced through underlying 

cryptographic primitives managed by the Cloud Key Management Service (KMS) or Hardware 

Security Modules (HSMs) [15]. If the foundational RSA/ECC key exchange mechanisms securing 

these KMS operations are broken by quantum computing, the core mechanism protecting tenant 

separation is compromised, introducing systemic failure risk across the entire cloud platform. 

Maintaining the core security promise of multi-tenant cloud computing therefore necessitates the 

rapid deployment of PQC solutions within the critical KMS layer [16]. 

2.3 Breakdown of Quantum Threat Models 

The threat analysis provides specific parameters for PQC deployment: 

● Asymmetric Compromise: Shor's algorithm requires the replacement of all RSA, ECC, and 

DSA keys and digital signatures with quantum-resistant alternatives like Kyber (KEM) and 

Dilithium/Falcon (Signatures) [9]. 

● Symmetric Key Adjustment: Grover's algorithm requires a minimum symmetric key length 

of 256 bits (e.g., AES-256) for long-term secrecy. 

● Data Longevity Risk (Mosca’s Theorem): Data with a required secrecy lifespan ($X$) must 

be migrated to PQC if the estimated time to migrate ($Y$) plus the required lifespan ($X$) 

exceeds the projected time until Q-Day ($Z$). This mathematical relationship mandates that 

prioritization of PQC migration should be based on data classification and longevity, not 

merely technical convenience. 

This HNDL threat also poses a unique challenge to decentralized technologies. Public, immutable 

distributed ledgers, such as those used in some cryptocurrency systems, record transaction data 

and public keys permanently [12]. Since ECC is commonly used for address generation and 

transaction signing, the entire history of transactions is vulnerable to quantum key derivation once 

the underlying public key is exposed on the ledger. The immutability that makes blockchains 

robust against classical tampering renders them permanently susceptible to the decryption of past 

transactions, compelling these systems to implement PQC for all future transactions immediately. 

3. Foundations of Post‑Quantum Cryptography (PQC) 

Post-quantum cryptography encompasses several disparate mathematical families designed to 

resist quantum adversaries. The National Institute of Standards and Technology (NIST) 

standardization project has established the foundation for global PQC adoption, promoting a multi-

algorithm portfolio approach to mitigate cryptanalytic risk. 

3.1 Major PQC Algorithm Families: Lattice, Code, Hash, Multivariate, Isogeny 

The leading candidates standardized by NIST rely on mathematical problems believed to be hard 

even for quantum computers: 
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Table 1 summarizes the key performance characteristics of the NIST-selected PQC algorithms, 

highlighting the trade-offs required for architectural planning. 

PQC Scheme 

(Family) 

Hard 

Mathematical 

Problem 

Strengths Limitations Primary Use 

Cases 

Lattice-Based 

(Kyber, 

Dilithium, 

Falcon) [18]  

Shortest Vector 

Problem 

(SVP), 

Learning With 

Errors (LWE) 

High 

efficiency, 

strong 

performance, 

scalable in 

software  

Larger 

key/signature 

sizes than ECC 

Key Exchange 

(KEM), Digital 

Signatures 

Hash-Based 

(SPHINCS+) 

[18]  

Collision 

Resistance, 

Preimage 

Attacks 

Highly secure, 

proven 

resilience, 

stateless 

operation 

Large 

signatures, 

generally 

slower 

High-

Assurance 

Digital 

Signatures, 

Code Signing 21 

Code-Based 

(HQC, BIKE) 

[18]  

Decoding 

random linear 

codes (e.g., 

McEliece) 

Extremely 

well-studied, 

proven security 

history 

Historically 

large public 

keys, slower 

operations 

Key 

Encapsulation 

(KEM) 

The dominance of lattice-based cryptography, particularly CRYSTALS-Kyber for Key 

Encapsulation Mechanisms (KEMs) and CRYSTALS-Dilithium for general digital signatures, is 

driven by their superior performance and relatively smaller key sizes compared to other PQC 

alternatives [17]. However, this concentration of reliance on lattice problems (LWE/SIS) 

introduces a systemic risk; an unexpected cryptanalytic breakthrough in this domain would 

compromise the majority of implemented PQC infrastructure. This inherent concentration risk 

necessitates the parallel standardization of schemes based on mathematically distinct hard 

problems, such as SPHINCS+ and the code-based HQC (selected for future standardization in 

2025) [21]. 

3.2 NIST and International Standardization: The Portfolio Approach 

The NIST standardization process, resulting in the publication of FIPS 203 (Kyber), FIPS 204 

(Dilithium), and FIPS 205 (SPHINCS+) in August 2024, provides the global reference for PQC 

deployment.21 NIST deliberately selected a portfolio of algorithms to enhance resilience: 
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● Key Establishment: Kyber (Module-Lattice-Based KEM, or ML-KEM) is the primary 

standard [23]. 

● Digital Signatures: Dilithium is the main standard, offering high efficiency and simple 

implementation, while Falcon was selected as an alternative specifically for applications 

requiring compact signatures to address bandwidth constraints.SPHINCS+ was designated as 

a stateless, hash-based alternative, offering a robust cryptographic fallback [24]. 

This portfolio strategy underscores the necessity of crypto-agility [2]. Enterprises cannot afford to 

bet on a single mathematical foundation; their infrastructure must be designed with the capability 

to switch rapidly between standardized PQC algorithms should a security weakness be discovered 

in one family. 

3.3 Quantum Key Distribution (QKD) and QRNG Overview 

Quantum Key Distribution (QKD) and Quantum Random Number Generators (QRNGs) are 

quantum-derived technologies that are complementary to, but not substitutes for, PQC in general 

enterprise deployment. 

3.3.1 PQC vs. QKD 

QKD utilizes quantum mechanical principles to establish shared, information-theoretically secure 

keys, ensuring that eavesdropping attempts are always detectable. However, QKD necessitates 

dedicated physical infrastructure (e.g., specialized fiber optics), limits key exchange to point-to-

point links, and does not scale efficiently across complex, geographically dispersed IP networks 

or to mobile/wireless clients [25]. Conversely, PQC is a software-only, mathematical solution that 

integrates seamlessly into existing network protocols (TLS 1.3, SSH) and scales globally across 

the internet and multi-cloud architectures. Therefore, PQC represents the immediate, universal 

layer of quantum defense for the hybrid enterprise, while QKD remains primarily reserved for 

high-assurance, dedicated communication links in specialized sectors. 

3.3.2 Quantum Random Number Generators (QRNG) 

QRNGs generate true, non-deterministic random numbers based on quantum processes [26]. Since 

cryptographic security fundamentally relies on high-quality random numbers for key generation, 

QRNGs are a vital enhancement, particularly for strengthening the entropy sources within 

cryptographic modules like HSMs. The integration of QRNGs into cloud-scale and edge-based 

key management systems is an important, though evolving, component of long-term quantum 

security. 

4. Cloud Architecture and Security Requirements 

Integrating PQC into complex hybrid environments necessitates extensive architectural 

modernization, particularly concerning how cryptographic keys and identities are managed across 

disparate network segments. 
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4.1 Hybrid Enterprise Architecture and Cryptographic Dependencies 

Modern enterprise architectures are highly heterogeneous, spanning various service and 

deployment models (IaaS, PaaS, SaaS, private cloud, public cloud, and edge) [6]. The 

cryptographic dependencies are pervasive, embedded not only in standard network protocols (TLS, 

VPNs) but also in software libraries, firmware, proprietary APIs, and third-party SaaS integrations 

[8]. 

The initial and arguably most challenging step in migration is conducting a comprehensive 

Inventory and Discovery of all cryptographic assets and dependencies [8]. Relying on disparate, 

functional inventories is often insufficient, as cryptography is a cross-disciplinary concern 

spanning applications and technology platforms [27]. Many organizations discover thousands of 

certificates and undocumented, hard-coded cryptographic calls once the process begins. 

Automated scanning tools, integrated with PKI management and DevOps pipelines, are essential 

to accurately catalog all algorithm types, key lengths, and ownership, thereby preventing 

overlooked vulnerabilities that could undermine the entire transition effort [8]. 

4.2 Key Management, PKI, and Multi-tenancy 

4.2.1 KMS and HSM Modernization 

Key Management Services (KMS) and Hardware Security Modules (HSMs) serve as the ultimate 

root of trust within both cloud and on-premises environments. PQC migration places the KMS 

layer at the center of the transition, as it must support the new, larger PQC key formats and the 

hybrid key establishment procedures [16]. Cloud providers are actively addressing this 

requirement: AWS, for example, has deployed ML-KEM (Kyber) hybrid post-quantum key 

agreement in non-FIPS endpoints across services like KMS and Secrets Manager [23]. Similarly, 

Google Cloud is implementing quantum-safe digital signatures (FIPS 204/205) within Cloud KMS 

for software-based keys [16]. These providers’ readiness dictates the timeline for enterprise PQC 

adoption, making the KMS layer the critical bottleneck for wide-scale deployment. 

4.2.2 PQC-Ready Public Key Infrastructure (PKI) 

PQC requires a fundamental overhaul of PKI. Certificate Authorities (CAs) must upgrade to 

support PQC algorithms for root and intermediate certificate signing [28]. During the transition, 

PQC Composite Certificates are essential, combining both traditional (e.g., ECC) and quantum-

resistant (e.g., Dilithium) public keys within a single certificate. This ensures backward 

compatibility and maintains service availability for systems yet to be upgraded. However, 

composite certificates are operationally complex due to their larger size (affecting bandwidth) and 

the necessity of managing dual signing/validation processes. Governance is paramount, requiring 

clear policies, defined cryptographic roles, and automated workflows to manage the extended 

certificate lifecycle. In multi-cloud environments, consistent cryptographic isolation and unified 
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policy enforcement must be maintained, often through specialized multi-tenant cloud PKI 

solutions, to ensure one client's PQC policies do not interfere with another’s [15]. 

4.3 Zero Trust Architecture (ZTA) Integration 

Zero Trust Architecture and PQC are mutually reinforcing security paradigms. ZTA relies on 

continuous verification and the explicit assumption of network compromise, strengthening 

protection against internal and external threats [3]. 

● PQC as a ZTA Enabler: PQC strengthens the cryptographic underpinnings of ZTA. ZTA 

relies heavily on robust authentication (e.g., certificate-based verification for microservices) 

and secure transport channels. By implementing quantum-resistant cryptography, PQC 

fortifies these channels, ensuring that even under a Zero Trust model, the core mechanisms 

used for identity management and access control remain resistant to quantum-enabled 

signature forgery. 

● Accelerating PQC: Organizations that have already invested in ZTA modernization typically 

have established mechanisms for asset assessment, cryptographic discovery, and 

segmentation, significantly accelerating the initial phases of their PQC roadmap [29]. 

5. PQC Integration in Cloud Platforms: Systematic Review 

The feasibility of PQC migration is directly tied to the rate of adoption by major cloud providers 

and the maturity of underlying open-source cryptographic libraries. 

5.1 Existing PQC Solutions in Cloud Providers (AWS, Azure, GCP) 

Major cloud providers have initiated PQC integration, focusing on hybrid key exchange in 

Transport Layer Security (TLS) 1.3. Hybrid TLS combines a classical (e.g., X25519) and a 

quantum-safe (e.g., Kyber/ML-KEM) key exchange algorithm in parallel [30]. The resulting 

session key is derived from the output of both, ensuring security against both classical 

eavesdroppers and near-term quantum attacks [31]. 

● AWS: AWS is actively integrating PQC, announcing support for ML-KEM hybrid post-

quantum key agreement in key services, including AWS KMS, AWS Certificate Manager 

(ACM), and AWS Secrets Manager endpoints [23]. 

● GCP: Google Cloud is advancing its post-quantum strategy by offering quantum-safe digital 

signatures based on the NIST standards (FIPS 204/205) in Cloud KMS for software keys, 

indicating a strong commitment to securing long-term authentication and data integrity.16 

5.2 Cryptographic Libraries and Protocols 

Widespread PQC deployment relies on the standardization and integration of new algorithms into 

critical software components. 

● Library Readiness: Open-source libraries are rapidly standardizing PQC support. OpenSSL 

3.5.0+ and BoringSSL have integrated NIST-selected algorithms, including Kyber, Dilithium, 

and SPHINCS+.19 OpenSSL 3.5, which includes the full incorporation of NIST PQC standard 
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algorithms, was launched in April 2025 [19]. This maturity is essential for rapid PQC rollout 

across web servers (Apache, NGINX), email servers, and VPNs that depend on these libraries. 

● Protocol Standardization: The Internet Engineering Task Force (IETF) has defined the 

standard for hybrid key exchange in TLS 1.3, specifically utilizing a concatenation-based 

approach where the hybrid key exchange is treated as a single new key method.30 This 

protocol standardization is critical for ensuring seamless interoperability between client 

browsers, cloud endpoints, and internal enterprise systems. 

The enterprise’s security assurance is temporarily dependent on the consistent and correct 

implementation of these complex hybrid protocols across all client and server vendors. Any 

inconsistency in the implementation of the concatenation logic could lead to a silent failure mode 

where the connection inadvertently relies solely on the classical key, thus remaining vulnerable to 

quantum downgrade attacks. 

5.3 Performance Benchmarks: Classical vs PQC 

Initial concerns about catastrophic PQC performance overhead have largely been mitigated, 

particularly for modern server-class hardware. Empirical performance benchmarks show that most 

PQC algorithms are suitable for cloud deployment [20]. 

For key encapsulation (KEM), CRYSTALS-Kyber consistently delivers excellent performance, 

often rivaling or exceeding certain classical algorithms, resulting in a negligible performance 

impact (typically less than 5% additional latency) on contemporary server architectures. 

However, performance trade-offs dictate signature scheme selection: 

● Dilithium: Provides high efficiency and fast verification, making it ideal for general-purpose 

digital signatures (e.g., certificate validation) [17]. 

● Falcon: While requiring slower key generation and signing, Falcon offers significantly 

smaller signature sizes. This feature is crucial for applications sensitive to network bandwidth 

or those constrained by single internet packet size limits.17 

The necessity of selecting algorithms based on application-specific performance constraints, rather 

than theoretical security alone, demonstrates that PQC integration acts as a technical filter, 

requiring architects to match the algorithm’s size, speed, and memory profile precisely to the 

application environment.20 

5.4 Case Studies and Real Deployments 

Early PQC deployments in high-assurance environments provide critical insights into practical 

transition strategies. Pilot implementations in sectors like telecommunications, government, and 

finance utilize hybrid encryption solutions deployed at the network layer to achieve quantum 

resilience without necessitating a complete overhaul of all underlying applications [34]. A key 

finding from large-scale government planning indicates the substantial financial scope of this 
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transition. The estimated cost for US federal government-wide PQC migration by 2035 is 

approximately $7.1 billion, providing a reference financial benchmark for major enterprise 

transition programs. Successful cost mitigation strategies involve integrating PQC migration into 

scheduled IT equipment life cycles and system modernization plans, rather than undertaking 

isolated, disruptive projects [34]. 

Table 2: Comparative Analysis of NIST-Selected Post-Quantum Algorithms 

Algorithm 

(Family) 

Primary 

Use 

Hard 

Problem 

Basis 

Key 

Size/Band

width 

Profile 

Performan

ce Profile 

Ideal 

Enterprise Use 

Case 

CRYSTAL

S-Kyber 

(Lattice) 

[22] 

KEM 

(Encryptio

n) 

Module-

LWE 

Larger 

than ECC, 

small 

KEM 

ciphertext 

Very 

efficient, 

low latency 

KEM 20 

TLS Key 

Exchange, Bulk 

Data Encryption 

(Cloud KMS) 23 

CRYSTAL

S-Dilithium 

(Lattice) 

[17]  

Digital 

Signatures 

Module-

SIS/LWE 

Large 

signature 

size 

Fast 

verification, 

simple 

implementa

tion 17 

PKI Certificates, 

General-purpose 

Code Signing 

FALCON 

(Lattice) 

[17] 

Digital 

Signatures 

NTRU-

Lattice 

Compact 

signature 

size (best 

in class) 17 

Slower key 

generation/s

igning, fast 

verification 
33 

Resource-

constrained 

bandwidth, 

Firmware 

Signing, Single-

Packet 

Applications 

SPHINCS+ 

(Hash-

Based) [18] 

Digital 

Signatures 

Hash 

Collision 

Resistance 

Largest 

key/signat

ure size 

Low 

performanc

e, highly 

conservativ

e security 

Long-term High-

Assurance 

Archives, 

Governmental 

Security 18 

 

6. Migration-Oriented Analysis 

A successful PQC migration requires a comprehensive, strategically phased analysis that identifies 

dependencies, quantifies risk, and ensures operational continuity through crypto-agility. 
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6.1 Migration Drivers and Timeline 

Migration is driven by the imperative to protect long-lived data from HNDL attacks and the 

deadlines imposed by governmental mandates (see Section 8). Sectors such as finance, defense, 

and healthcare are under the greatest pressure due to the sensitive nature and extended regulatory 

secrecy requirements of their data [11]. 

Developing a transition timeline requires a quantitative risk categorization based on the asset’s 

required secrecy lifetime ($X$), the estimated migration time ($Y$), and the projected Q-Day 

($Z$). A phased approach is necessary, starting with pilot deployments using hybrid cryptography, 

ensuring coexistence with classical systems, and culminating in the full rollout and 

decommissioning of vulnerable algorithms when confidence in PQC security is sufficiently high 

and regulatory mandates require it [2]. 

6.2 Crypto-Agility and Hybrid Systems 

Crypto-agility is a critical architectural requirement, enabling organizations to switch or upgrade 

cryptographic algorithms rapidly in response to new cryptanalytic breakthroughs or evolving 

standards.2 The industry consensus currently favors hybrid cryptographic systems during the 

transitional period.36 These systems run classical and PQC algorithms concurrently to establish a 

shared secret, providing layered security and minimizing the risk associated with relying on a 

single, new algorithm family.31 This dual approach ensures continued security against classical 

attackers while providing quantum-safe resilience, easing the difficulty of managing 

interoperability across a heterogeneous environment. 

6.3 Inventory and Discovery of Crypto Dependencies 

The most significant operational obstacle to PQC migration is the lack of a complete, unified 

inventory of cryptographic components [27]. Many systems, applications, and cloud services 

utilize hidden, legacy, or hard-coded cryptography, making comprehensive discovery a 

prerequisite for effective migration planning [8]. 

The organizational task of identifying every instance of cryptographic usage including algorithms, 

key lengths, protocol versions embedded across software, hardware, certificates, and APIs must 

be a cross-disciplinary effort. Failure to locate and upgrade even a single hard-coded legacy key 

can leave a pathway open for HNDL attackers, undermining the security investment made 

elsewhere. The challenge of achieving this visibility makes inventory and discovery the true 

critical path for enterprise readiness. Automated scanning and discovery tools that integrate with 

PKI and cloud platforms are essential to scale this effort across large enterprises [8]. 

6.4 Certificate Lifecycle and Multi-Cloud Migration 

PQC integration requires extensive changes to the Public Key Infrastructure (PKI) lifecycle. 

Organizations must update their governance models and technical infrastructure to support the 
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issuance and management of PQC composite certificates [28]. These composite keys are larger, 

placing new strains on bandwidth and storage, and demanding modernized, automated certificate 

management platforms to handle the increased complexity and scale of issuance, rotation, and 

revocation.28 For multi-cloud environments, migration complexity is amplified by heterogeneous 

infrastructure and potentially inconsistent provider capabilities [7]. Organizations must implement 

centralized governance mechanisms to enforce consistent PQC policies, certificate issuance 

standards, and key rotation workflows across all clouds to prevent fragmentation and weakest-link 

vulnerabilities. 

6.5 Case Studies of PQC Migration in Practice 

Early governmental and financial sector migrations illustrate practical PQC transition strategies. 

Key lessons learned include: 

● Feasibility: PQC implementation, particularly hybrid encryption, is feasible within existing 

infrastructure frameworks, often through network-layer solutions that avoid large-scale 

system overhauls [34]. 

● Prioritization: Strategic prioritization focuses on sensitive, long-lived data assets, aligning 

migration effort with the critical need to secure data confidentiality lifecycles that extend past 

Q-Day [13]. 

● Operational Requirements: Robust testing, scalable certificate management, and 

continuous engagement with vendors (especially KMS and HSM providers) are vital to 

minimizing supply-chain friction and ensuring technical interoperability [28]. 

7. Security, Implementation, and Performance Challenges 

While PQC algorithms offer mathematical resistance to quantum attacks, translating them into 

secure, high-performing implementations across diverse hybrid environments introduces 

significant engineering challenges related to side-channels and resource constraints. 

7.1 Side-Channel and Implementation Vulnerabilities 

The mathematical complexity of PQC algorithms, particularly those based on lattices (Kyber, 

Dilithium), significantly expands the attack surface for side-channel attacks (SCAs). SCAs exploit 

physical leakage, such as variations in power consumption, electromagnetic radiation, or, most 

commonly, data-dependent timing differences during cryptographic operations [38]. 

The lattice-based operations involve complex arithmetic that can inadvertently leak key material 

if not meticulously implemented using secure coding practices. This means that even a 

mathematically secure algorithm can be broken in a real-world deployment if implementation 

flaws are present.38 Consequently, the industry focus has shifted; the primary security challenge is 

now one of engineering ensuring constant-time operations, masking techniques, and rigorous 

validation to mitigate these SCAs across diverse hardware platforms [38]. 
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7.2 Performance Overhead and Optimization 

In cloud and high-performance server environments, the performance overhead of PQC is 

generally manageable.20 However, performance must be optimized to prevent unacceptable 

latency in critical systems: 

● Throughput and Latency: Although Kyber is efficient, the larger keys and signature sizes 

required by PQC schemes (especially Dilithium and SPHINCS+) increase bandwidth 

consumption and can introduce performance bottlenecks in latency-sensitive applications like 

TLS handshake verification and identity services [20]. 

● Hardware Acceleration: To maintain high throughput, especially for complex operations 

like PQC signature generation and key encapsulation, optimization techniques such as 

parallelization, algorithm-specific tuning, and dedicated hardware acceleration (e.g., 

FPGAs or specialized instruction sets) are becoming essential for large-scale enterprise 

deployments [40]. 

7.3 Resource Constraints (IoT/Edge, Multi-Cloud) 

The requirements of PQC expose a significant IoT Quantum Divide within the hybrid enterprise. 

While modern cloud servers can absorb the computational load with minimal impact, resource-

constrained IoT and edge devices (sensors, industrial controllers) face severe limitations in power, 

memory, and bandwidth [42]. 

Standard PQC schemes are often prohibitively resource-intensive for these environments, where 

performance demands can vary by as much as 12 times between algorithms at equivalent security 

levels.20 Addressing this requires a distinct engineering track focused on Lightweight PQC 

variants (e.g., RBLWE-based schemes).40 Research is actively focused on developing efficient 

hardware accelerators and instruction-set architectures tailored specifically for these lightweight 

schemes, ensuring that mission-critical industrial control systems and smart grid sensors can 

maintain secure communications without requiring excessive energy or memory resources [41]. 

In multi-cloud scenarios, the heterogeneous nature of provider hardware and cryptographic stack 

capabilities presents a further challenge. Consistency in PQC policy enforcement is difficult when 

different cloud providers support PQC at varying maturity levels, potentially leading to a 

fragmented security posture.7 

7.4 Trust Models and Zero Trust Integration 

Quantum-resistant systems must align with Zero Trust principles. PQC fortifies the ZTA model 

by hardening the underlying cryptographic trust anchors [3]. ZTA requires continuous 

authentication and authorization; PQC ensures that the digital identities (certificates) used for this 

process, as well as the encrypted communication channels, are resistant to quantum-enabled 

signature forgery, thereby enhancing the overall resilience of the continuous verification 

mechanisms against both current and emerging threats [29]. The migration to PQC is therefore not 

a standalone project but an integral component of ZTA modernization. 
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7.5 PQC for Special Scenarios (Federated Learning, File Transfer, Blockchain) 

Specialized enterprise workflows require tailored PQC integration: 

● Federated Learning (FL): In distributed systems like smart grids, FL aggregates model 

updates from many edge devices. PQC (e.g., Kyber for key exchange, Dilithium for device 

authentication) secures the transmission of these model updates, protecting sensitive 

information and ensuring the integrity of the decentralized training process against quantum 

adversaries [44]. 

● Blockchain and DLT: Due to the HNDL risk inherent in immutable ledgers, blockchain 

systems must integrate PQC signatures (Dilithium or SPHINCS+) to secure new transactions 

and prevent future identity theft or double-spending exploits based on harvested public keys 

[12]. 

8. Regulatory, Standards, and Compliance Landscape 

The transition to PQC is being accelerated by authoritative regulatory mandates, transforming PQC 

readiness from a competitive advantage into a fundamental prerequisite for global market access 

and critical infrastructure participation. 

8.1 NIST/CNSA/International Mandates 

The standardization of PQC algorithms by NIST provides the technical foundation, but 

governmental mandates enforce the transition timelines. 

● CNSA 2.0: The US Commercial National Security Algorithm Suite (CNSA) 2.0 establishes 

the most aggressive publicly known migration timeline for National Security Systems 

(NSS).46 These mandates serve as a critical planning benchmark for the entire ecosystem. Key 

deadlines require that PQC algorithms be supported and preferred by 2025. Furthermore, the 

timeline mandates the exclusive use of CNSA 2.0 (PQC) algorithms for software and 

firmware signing by 2030, and for web browsers, servers, and cloud services by 2033 [5]. 

The deadlines set by CNSA 2.0 create a powerful ripple effect across the entire US defense, 

technology, and financial vendor ecosystem. Commercial entities, including cloud providers and 

technology suppliers, must achieve PQC readiness by or before these dates to maintain viability 

as government contractors. This systemic pressure effectively accelerates the industry’s adoption 

timeline beyond what might be driven by commercial risk assessment alone. 

8.2 Industry-Specific Compliance 

Compliance mandates across highly regulated industries amplify the urgency of PQC migration: 

● Healthcare (HIPAA) and Privacy (GDPR): Both the Health Insurance Portability and 

Accountability Act (HIPAA) in the US and the General Data Protection Regulation (GDPR) 

in the EU impose strict requirements for the confidentiality and longevity of protected health 

information (PHI) and personally identifiable information (PII) [47]. Since this data is actively 
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harvested under the HNDL model, organizations must implement PQC immediately to satisfy 

long-term compliance mandates and protect against catastrophic data exposure following Q-

Day [11]. 

● Financial Services (PCI-DSS): Financial institutions must maintain data integrity and 

confidentiality for transactions and cardholder data. Regulatory bodies emphasize the need 

for robust cryptographic controls that account for quantum risk, often tying PQC readiness to 

broader compliance frameworks like the upcoming PCI-DSS revisions [49]. 

8.3 Certification and Validation Challenges 

Current certification frameworks pose a structural hurdle to rapid PQC deployment. 

● FIPS 140-3 and PQC: Existing standards, such as FIPS 140-3 (required for cryptographic 

modules used by US federal agencies), were designed around classical cryptography.51 The 

complex nature of PQC implementations especially the necessity of supporting hybrid modes 

and the inherent vulnerability to side-channel attacks requires updated evaluation criteria and 

extended testing cycles [52]. 

● Vendor Requirements: Organizations are advised to collaborate closely with HSM vendors, 

demanding proactive support for PQC pilot testing (often in non-FIPS mode initially) and 

rapid movement toward FIPS validation for standardized PQC algorithms, ensuring the root 

of trust is secured and certified for government and regulated deployments. 

8.4 Audit and Monitoring Issues 

The complexity of PQC migration introduces new auditability risks. The focus of cryptographic 

compliance shifts from simply ensuring adequate key strength (classical requirement) to verifying 

the correct execution of crypto-agility logic. 

● Assurance Gap: Audit tools must evolve to detect whether deprecated algorithms have been 

fully decommissioned and, crucially, whether hybrid systems correctly prioritize and combine 

the quantum-safe key exchange, without falling back to solely classical key establishment.54 

● Continuous Assurance: Maintaining regulatory readiness requires automated observability 

and continuous monitoring solutions that track the certificate lifecycle, verify PQC policy 

adherence across multi-cloud environments, and provide real-time assurance that all 

cryptographic assets are quantum-resistant [53]. 

9. Gap Analysis and Research Opportunities 

Despite substantial progress in mathematical foundation and standardization, several critical 

implementations and strategic gaps must be addressed to ensure a secure, scalable transition of 

hybrid enterprise networks.] 

9.1 Current Gaps in PQC Enterprise Deployment 

● Vendor Ecosystem Lag: While the "Big Three" cloud providers are advancing PQC in core 

services (KMS, TLS), the wider technology ecosystem—including third-party security 
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appliances, specialized middleware, and certain application-layer cryptography tools lacks 

standardized, mature, and certified PQC support [53]. This creates interoperability gaps, 

particularly in hybrid and multi-cloud environments. 

● Absence of Automated Discovery: The most significant operational gap is the lack of 

ubiquitous, unified tools capable of automatically inventorying all cryptographic assets and 

dependencies across disparate cloud, edge, and legacy systems. The manual effort required 

for this cross-disciplinary inventory significantly slows the migration timeline. 

● Policy Fragmentation in PKI/KMS: Managing the complexity of composite certificates and 

enforcing consistent PQC policy across multiple, independently managed cloud Key 

Management Services introduces potential fragmentation, raising the risk of silent 

implementation failures. 

Table 2: Mandatory and Anticipated PQC Transition Timelines (Compliance Landscape) 

 

Regulatory 

Body / 

Standard 

Focus Area Key Milestone Target 

Date 

Data 

Source/Context 

US CNSA 

2.0 5 

Software/Firm

ware Signing 

Exclusively use 

CNSA 2.0 

algorithms 

2030 US National Security 

Systems mandate 

US CNSA 

2.0 5 

Cloud 

Services/Web 

Servers 

Exclusively use 

CNSA 2.0 

algorithms 

2033 Critical infrastructure 

timeline (sets 

commercial 

benchmark) 

NIST FIPS 

203/204/205 
21 

Algorithm 

Standardizatio

n 

Publication of 

standards 

(Kyber/Dilithiu

m/SPHINCS+) 

August 

2024 

Technical standard 

for global adoption 

FIPS 140-3 

Validation 51 

Cryptographic 

Module 

Certification 

PQC algorithms 

integrated into 

FIPS validation 

schemes 

Ongoing/E

volving 

Required for US 

government and 

regulated industry 

use 

HIPAA / 

GDPR 11 

Data 

Confidentiality 

Lifespan 

Mitigation of 

"Harvest Now, 

Decrypt Later" 

risk 

Immediate PHI/PII subject to 

long-term harvesting 

risk 
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9.2 Outstanding Challenges (Standardization, Performance, Security, Agility) 

● Side-Channel Resilience: The enduring implementation security challenge is mitigating the 

high risk of side-channel attacks against deployed lattice-based PQC schemes [38]. This 

necessitates continued research into robust, constant-time software implementations and 

secure hardware co-design, demanding a level of engineering rigor not previously required 

for classical cryptography. 

● IoT Performance: Bridging the performance gap between high-throughput cloud 

environments and resource-constrained edge devices remains an open problem. The need for 

optimized, lightweight PQC variants suitable for limited memory and power envelopes 

requires sustained research investment [20]. 

● PKI Standardization: While PQC algorithms are standardized, full global interoperability 

requires continued standardization work by bodies like IETF to define X.509 identifiers and 

necessary protocol extensions to ensure certificates issued by one PQC-enabled CA are 

universally recognized by diverse clients and systems [19]. 

9.3 Open Problems for Migration Strategies 

● Legacy Decommissioning Assurance: Organizations lack reliable, auditable methods to 

guarantee that all instances of vulnerable legacy PKC have been successfully removed and 

decommissioned, especially within opaque supply chain components or long-lived firmware. 

● Decentralized Governance Migration: The transition strategy for decentralized or public 

ledger systems (e.g., public blockchains) is uniquely challenging due to non-standardized 

governance and the requirement for universal consensus on protocol updates. This complexity 

necessitates the development of specialized, robust migration frameworks for distributed 

ledger technologies [12]. 

● Economic Justification: Robust, data-driven economic models are required to accurately 

quantify the cost of quantum risk exposure (HNDL) and justify the multi-billion dollar 

investment required for a large-scale PQC transition, particularly when balancing PQC 

adoption against other modernization efforts like ZTA [34]. 

 

9.4 Suggested Future Directions 

9.4.1 Lightweight PQC Hardware Acceleration 

The performance demands of PQC on resource-constrained devices are driving a significant 

research trend toward application-specific hardware design. Future direction must focus on 

developing efficient, high-performance instruction-set accelerators and dedicated Field-

Programmable Gate Array (FPGA) designs tailored specifically to lightweight PQC schemes, such 

as RBLWE-based encryption [40]. This specialized hardware will be essential for making PQC 

feasible for the vast industrial and consumer IoT ecosystem. 
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9.4.2 Automated Cryptographic Assurance and Formal Verification 

The complexity and implementation-security challenges associated with PQC mandate a focus on 

advanced validation techniques. Future research and development should concentrate on creating 

continuous security frameworks capable of automated cryptographic inventory and real-time 

policy assurance. Furthermore, expanding the formal verification of PQC implementations a 

process that uses mathematical proof to guarantee code correctness is critical to eliminating 

implementation-level vulnerabilities, including side-channel leakage, before mass deployment 

[35]. 

9.4.3 Blockchain and Distributed Ledger Testing 

The unique security requirements of public blockchains, which mandate immediate, high-integrity 

PQC for long-term security, position these systems as valuable research sandboxes. Large-scale 

testing of PQC signature schemes (Dilithium, SPHINCS+) within decentralized, high-stakes 

environments can generate crucial performance data and security evidence that will inform PQC 

migration strategies for broader enterprise digital signature and authentication systems. 

10. Conclusion 

10.1 Summary of Findings 

The transition to PQC is an unavoidable architectural imperative for hybrid enterprise networks, 

propelled by the present-day threat of the Harvest Now, Decrypt Later (HNDL) attack model. 

NIST has provided a stable foundation with the standardization of Kyber, Dilithium, and 

SPHINCS+, favoring performance-optimized lattice schemes for general deployment. However, 

operational readiness remains hampered by three core challenges: the absence of unified 

cryptographic discovery tools, the architectural complexity of modernizing PKI and KMS to 

handle PQC key formats and hybrid protocols, and the critical security engineering challenge of 

mitigating side-channel attacks on PQC implementations, especially across heterogeneous edge 

devices. The necessity of meeting regulatory deadlines, such as those set by CNSA 2.0, ensures 

that PQC readiness will soon be a non-negotiable prerequisite for enterprise operation in regulated 

sectors. 

10.2 Migration-Oriented Recommendations 

1. Prioritize by Data Lifespan Risk: Migration efforts must be strategically prioritized by 

calculating data lifespan risk, ensuring that assets requiring long-term secrecy (high $X$ 

value) are migrated immediately, even if technically challenging. 

2. Institutionalize Crypto-Agility: Enterprise security architectures must be deliberately 

designed for cryptographic flexibility, mandating the use of hybrid key exchanges and 

continuous monitoring that allows for rapid, low-friction switching between PQC algorithms 

as standards evolve or new vulnerabilities emerge. 

3. Mandate Specialized IoT PQC: Recognize the IoT Quantum Divide and establish a 
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dedicated engineering track for edge devices, focusing on implementing lightweight PQC 

schemes and hardware acceleration to overcome memory and power constraints without 

compromising security. 

4. Enforce Policy Consistency: Leverage PQC migration to accelerate existing Zero Trust 

Architecture (ZTA) initiatives and enforce unified cryptographic policy across multi-cloud 

and on-premises environments, ensuring governance and audit mechanisms are in place to 

verify the full decommissioning of classical PKC. 

10.3 Final Insights 

Post-quantum cryptography provides the necessary technical countermeasure to the quantum 

threat. However, successful enterprise deployment is fundamentally an exercise in strategic risk 

management and architectural governance. The migration is not merely a technical update but a 

systemic transformation that forces organizations to adopt higher standards of cryptographic 

hygiene, security testing (especially against side-channels), and policy automation. Proactive 

architectural integration and adherence to evolving policy mandates are the differentiating factors 

that will determine enterprise resilience in the quantum era. 
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