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ABSTRACT 

There are still many issues with safeguarding the use of private information on cloud platforms due to our reliance 

on traditional encryption methods. Both RSA, AES, and Ciphertext-Policy Attribute-Based Encryption (CP-ABE) 

are slow because they require costly computations and complex key systems. A biometric-assisted cryptographic 

system is to be developed to overcome current security challenges by integrating fingerprint verification with 

Identity-Based Encryption (IBE). The use of these approaches reduces the power required by the system, speeds 

up entry, and makes it safer to use. The system can resist security attacks and protect users’ privacy by repelling 

replay and brute-force attacks. The performance evaluation shows that IBE is faster in terms of encrypting (40 

ms), decrypting (45 ms), and generating keys (50 ms) than either RSA (150 ms), or ABE (60 and 65 ms).  The 

proposed method causes 30% less work than RSA and ABE. RSA needs 80% while ABE has 50% as well. The 

biometric-assisted IBE system is safe and scalable as it can replace basic cryptography in securing cloud data and 

authenticating users as shown by these research findings. 

Keywords: Secure access control, identity-based encryption, biometric authentication, cloud data protection, and 

computing efficiency. 

1. Introduction 

The rapid growth of cloud computing caused issues about how to ensure the security of 

sensitive data storage and access [1]. In traditional encryption methods, sensitive data are 

usually secured by using complicated key management schemes [2]. These key management 

schemes may cause many problems such as high computational overhead, leak of secret keys 

and unauthorized access [3]. Attribute-Based Encryption (ABE) [4], mainly Ciphertext-Policy 

ABE (CP-ABE) is a preferred system for the secure sharing of data in the cloud among many 

users [5]. Although CP-ABE was used successfully, it still had some problems such as 

inefficient key sharing, non-scalability [6] and increasing costs of decryption [7] that stopped 

it being used for real-time security sensitive systems. 

Biometric authentication has got more focus as a safe way to add to safety because it is different 

for each person and passwords can be taken [8]. Biometrics can be used with cryptography to 

make it more restrictive and to strengthen the authenticity of it [9]. However, storing the real 

biometric data along with its transmission and the extraction by portable devices are a major 

concern related to privacy and spoofing attacks [10]. To address this, we propose a biometric-

based cryptosystem which embeds the fingerprint verification scheme in IBE. IBE avoids the 

necessity for key distribution and maximizes overall efficiency by enabling encryption and 

decryption with specialized identities, in contrast to Ciphertext-Policy Attribute-Based 

Encryption (CP-ABE), which relies on pre-established policies. 
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The main contributions of this work are the development of a biometric-aided cryptosystem 

incorporating fingerprint authentication and Identity-Based Encryption (IBE) to provide 

protected cloud data storage, enhanced efficiency in key management and encryption through 

the avoidance of CP-ABE complexities and utilization of identity-based encryption, and 

incorporation of robust security features that can withstand brute-force attacks, replay attacks, 

as well as biometric spoofing. Furthermore, the paper provides an in-depth performance 

comparison exhibiting reduced computational overhead and improved encryption performance 

over CP-ABE-based solutions. The rest of this paper is structured as follows: A summary of 

previous research on biometric cryptography and authentication is provided in Section 2, 

followed by a description of the suggested biometric-based encryption scheme in Section 3, a 

security and performance analysis in Section 4, and recommendations for further research in 

Section 5. 

 

2. Literature Review 

A literature review is an essential component of this study, as it identifies the existing 

challenges, approaches, and advancements in the field of biometric-driven encryption. It 

provides a clear representation of traditional cryptographic schemes such as RSA, AES, and 

CP-ABE, along with their limitations, particularly in key management and computational cost. 

By reviewing the constraints of CP-ABE over cloud systems, this research places Identity-

Based Encryption (IBE) as a more effective alternative. Additionally, the criticism supports the 

selection of appropriate performance metrics to evaluate the effectiveness of encryption and its 

susceptibility to security breaches. Overall, it enhances the scientific rigor of the work and 

provides the basis for developing an efficient and secure biometric-enhanced encryption 

scheme specific to cloud security. 

Suresh et al[11].(2022) proposed an asymmetric model of cryptography to solve the age-old 

problem of private key storage. Their solution dynamically generates key pairs by combining 

fingerprint biometrics with user passwords. A grey-code technique was applied to transform a 

secure binary sequence based on the minutiae distances and Reed–Solomon error correction 

was used to improve stability. XORing the fingerprint-based string (after hashing) with the 

hashed password yielded a secure seed for RSA key generation. This method did not need the 

storage of the private key, making it both secure and repeatable in the key creation process. 

Sridevi Sathya Priya et al[12]. (2023) in another study analysed the function of cryptography 

within biometric security with special emphasis on AES encryption. They produced a 128-bit 

cryptographic key from fingerprint and iris biometrics by extracting and fusing features 

together. Both fingerprint and iris data were needed for authentication, using a fuzzy 

commitment scheme to fuse the modalities. The generated key was subjected to randomness 

tests, which confirmed its stability and randomness, with a p-value less than 1. The AES 

protocol was utilized to encrypt and decrypt the biometric key to maintain strong and uniform 

protection. Similarly, Suyal et al. [13] proposed a framework that uses dual-layer encryption, 

combining ABE and symmetric encryption, to ensure the privacy of crowd workers in the 

cloud.   

Jebrane et al[14]. (2024) spoke about the embedding of IoT technologies into healthcare, 

especially in Internet of Medical Things (IoMT) applications, where low computational power 

increases security vulnerabilities. Classical authentication protocols were found susceptible to 
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impersonation and replay attacks. To bypass these, the researchers improved ILAPU-Q by 

incorporating CP-ABE for access control, thereby eliminating the need for dedicated storage. 

AVISPA and BAN Logic security validation played out resistance against primary attack 

vectors, and the performance test showed efficiency gains ranging from 95–98%. This 

development further enhances the security of IoMT systems, enhancing the reliability of 

telemedicine platforms and protecting patient data. The contribution highlights the continuing 

need for efficient cryptographic models tailored for sensitive healthcare applications [15,16]. 

3. Research Methodology 

The proposed biometric-enabled cryptosystem combines fingerprint authentication with 

Identity-Based Encryption (IBE) to strengthen cloud security. The approach employs a 

structured, multi-phase encryption and decryption procedure that ensures secure data storage, 

effective access control, and resilience against potential attacks. The essential stages of the 

framework are outlined below with supporting mathematical formulations, and Figure 1 

illustrates the sequential workflow of the biometric-driven encryption model.  

 
Figure 1: Biometric-driven Encryption model 

3.1  Biometric Data Preprocessing 

Before feature extraction, the fingerprint image is preprocessed to improve its quality and 

enhance ridge structures. To make ridge patterns clearer, filters such as the Gabor filter are 

applied. The Gabor filter is mathematically expressed as:  

                           𝐺(𝑥, 𝑦) = 𝑒𝑥𝑝 (−
𝑥′2+𝛾2𝑦′2

2𝜎2
) 𝑐𝑜𝑠(2𝜋𝑓𝑥 ′ + 𝜑)

                

(1) 

Where 𝑥 , = 𝑥 𝑐𝑜𝑠𝜃 + 𝑦 𝑠𝑖𝑛𝜃 𝑎𝑛𝑑 𝑦 , = −𝑥 𝑠𝑖𝑛𝜃 + 𝑦 𝑐𝑜𝑠𝜃. 

Binarization: The enhanced image is converted into a binary form to clearly distinguish ridges 

from valleys.  

                                        𝐵(𝑥, 𝑦) = {
1, 𝑖𝑓𝐼(𝑥, 𝑦) > 𝑇
0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

                                                  

(2) 

Where, I (x, y) is the grayscale pixel intensity and T denotes the threshold value. 

Minutiae Extraction: This step identifies distinctive fingerprint details such as ridge endings 

and bifurcation points. The detection mechanism is described as: 

                                            𝐶𝑁 =
1

2
∑ |𝑃𝑖 − 𝑃𝑖+1|8

𝑖=1

                                                  

(3) 
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Where, 𝑃𝑖 corresponds to pixel values in a 3 x 3 neighborhood. 

From the extracted minutiae points, a feature vector is generated for subsequent processing. It 

is represented as: 

                                                 𝐹 = {(𝑥𝑖, 𝑦𝑖 , 𝜃𝑖)}𝑖=1
𝑛

                                                        (4) 

Where, 𝑥𝑖 , 𝑦𝑖 are the spatial coordinates and 𝜃𝑖 represents ridge orientation. 

 

3.2 Hash Generation 

To ensure secure representation of the biometric data. Min-Max scaling is used for 

normalization ,which normalizes values between 0  and 1. 

 

                                          𝐹′ =
𝐹−𝑚𝑖𝑛(𝐹)

𝑚𝑎𝑥(𝐹)−𝑚𝑖𝑛(𝐹)
                                                      (5) 

Hashing: The normalized feature vector is hashed using SHA-256 to generate a fixed-length 

secure hash. 

 

                                             𝐻 = 𝑆𝐻𝐴256(𝐹′)

                                                           

(6) 

3.3 Session Key Generation 

A temporary session key is produced to improve security, and it is established with the help of 

RSA encryption. 

 

                                                       𝐾𝑠 = 𝐸𝑅𝑆𝐴(𝐻, 𝑘𝑝)

                                                            (7) 

Where, 𝑘𝑝 is RSA public key, and encryption follows: 

 

                                                         𝐶 = 𝑀𝑒 𝑚𝑜𝑑 𝑁

                                                                (8) 

Where, M is the message, e is the public exponent, and n=pq (product of two prime) 

 

3.4 Identity Based Encryption Setup 

The encryption is handled through Identity-Based Encryption (IBE), which makes key 

distribution easier. A trusted authority is responsible for creating the system parameters and 

the master secret key. In this approach, user identities such as email addresses or biometric 

identifiers serve directly as encryption keys, removing the necessity for complicated key 

management procedures. 

 

                                    𝑆𝐾𝐼𝐷 = 𝐻1(𝐼𝐷)𝑀𝑆𝐾𝑚𝑜𝑑𝑝

                                           (9) 

 

Where, ID is the user identity, 𝐻1 is a hashfunction, and p is a prime. 

The biometric hash and session key are encrypted using IBE for secure cloud storage. 
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                                              ( )IDMEC IBE ,=

                                                             

(10) 

 

3.4 Final Biometric Key Generation 

To improve the robustness of biometric security, extra transformation steps are introduced. One 

such method is the combination of an XOR operation with bitwise rotation, which further 

reinforces the protection of the biometric hash. 

                                     𝐾𝑓 = (𝐾𝑠 ⊕ 𝐻) <<< 𝑟

                                         

(11) 

where, ⊕ means XOR, <<< is a shift in a circular way to the left, and r is the number that you 

rotate by. 

IBE Encryption: The modified biometric key is protected through Identity-Based Encryption 

(IBE) before being stored or transmitted. 

                                                   𝐶𝑓 = 𝐸𝐼𝐵𝐸(𝐾𝑓 , 𝐼𝐷) 

                                                                               (12) 

3.5 Decryption and Key Retrieval 

Authorized users are able to recover the original biometric key and gain access to the stored 

information. The decryption of the encrypted biometric key is carried out using the user’s 

identity-based private key, ensuring that only the correct identity can successfully perform the 

decryption. 

                                                       𝐾𝑓 = 𝐷𝐼𝐵𝐸(𝐶𝑓 , 𝑆𝐾𝐼𝐷)                                                    (13)                                                                             

By reconstructing the session key, the original biometric key can be accessed. 

                                                   𝐾𝑠 = (𝐾𝑓 >>> 𝑟) ⊕ 𝐻

                                       

(14) 

Where, >>> denotes the right circular shift. 

4. Key Strength of the Proposed Approach 

Security is improved by avoiding the storage of raw biometric data, while computational load 

is minimized through the use of IBE-based encryption. The method reinforces access control 

since only legitimate users with verified identities can decrypt the information. It also provides 

protection against brute-force attempts, replay attacks, and biometric spoofing. 

5. Results and Discussions 

The efficiency of the proposed IBE method is assessed against ABE, RSA, and AES across 

four major security parameters: key generation time, encryption rate, decryption rate, and 

overall computational cost. The comparative findings are presented in the figures given below. 

Figure 2 shows the key generation time (in milliseconds) for IBE, ABE, RSA, and AES. Since 

key generation directly influences the efficiency of encryption systems, it plays a critical role 

in overall performance. The results show that IBE records a key generation time of 50 ms, 

which is much lower than RSA (120 ms) and ABE (70 ms), though slightly higher than AES 

(30 ms). These findings highlight that IBE strikes a balanced trade-off between performance 

and security, offering stronger efficiency than RSA and ABE while still ensuring robust 

cryptographic protection. 
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Figure 3 shows the encryption speed (in milliseconds) for IBE, ABE, RSA, and AES. IBE 

achieves an encryption time of 40ms, which is faster than ABE (60ms) and RSA (150ms), 

making it a more efficient choice for cloud-based security applications. AES, as a symmetric 

algorithm, records the fastest time (25ms) due to its lightweight design. Figure 4 illustrates the 

decryption speed (in milliseconds) across the same techniques. IBE completes decryption in 

45ms, outperforming ABE (65ms) and RSA (140ms). Although AES remains the fastest with 

20ms, it does not provide the identity-based access control advantages that IBE offers. These 

Figure 2: Evaluation of Key Generation Time among IBE, ABE, RSA, and AES 

 

Figure 3: Comparative Analysis of Encryption Speed in IBE, ABE, RSA, and 

AES 
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results demonstrates that IBE reduces the computational cost compared with conventional 

public-key  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Comparative Analysis of Decryption Speed in IBE, ABE, RSA, and AES 

 

systems such as RSA making it a better fit for real-time authentication scenarios. Figure 5 

depicts the computational overhead (in percentage) for IBE, ABE, RSA, and AES. Overhead 

represents the extra processing demand introduced by an encryption algorithm. The findings 

indicate that IBE incurs a 30% overhead, which is lower than ABE (50%) and RSA (80%), but 

slightly higher than AES (20%). 

 
Figure 5: Comparative Analysis of Computational Overhead in IBE, ABE 

 

These findings highlight that IBE achieves a practical balance between security and 

performance. Compared with ABE and RSA, IBE demonstrates greater efficiency while still 

upholding a strong security framework It can also improve the security with the use of 

biometric authentication, but at the cost of a little more time. However, IBE is a better trade-

off than ABE and RSA by allowing us to avoid the overhead of key management and still being 

safe enough. Although AES is the fastest, it is a symmetric scheme and does not provide 

identity-based access control. We find that IBE can be a more effective solution than ABE by 

reducing key generation time, increasing encryption and decryption time, and decreasing the 
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computational overhead, making it a good candidate for secure and scalable cloud-based 

biometric authentication.                                            

6. Conclusion 

This paper presents a system that uses a body-based method to keep a key safe, built on the 

Identity-Based Encryption (IBE) approach. The new system uses a fix of needing a finger to 

get data safe, to make the data safer, to get stricter rules of use, and to make the work of the 

machine go faster. The study shows that IBE is much better than both CP-ABE and RSA in 

finding a key to get in the data, keeping data safe with the key, and taking the data out of the 

safe. For example, IBE takes 50ms to find the key, 40ms to keep the data safe with the key and 

45ms to get the data out of the safe with the key, so it takes less time to get the data out with 

the new system when set against either CP-ABE or RSA. Besides being fast, it is as safe, and 

so has a very good way of keeping and using the key in the cloud. The future work may 

resemble more on making the machine fast to use and making the scheme more safe with multi-

biometric systems. 
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