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Abstract.

Healthcare software prototypes usually have conversational help, scheduling, role-specific dashboards, and real-

time data. Their evaluations focus more on feature lists than on failure modes. This paper reports a reproducible
evaluation of safety and access control for Medicare. React, Node.js/Express, MongoDB, and socket.io. ALIO
educational health care platform. We froze a 20-prompt safety benchmark covering emergencies, first aid,
medication use, mental health and general questions. We defined eight source-level security checks, including
JSON Web Token middleware, role guards, appointment ownership, patient-only creation, password hashing,
secret handling and Socket.IO room access. The baseline deterministic chatbot passed 7 out of 20 prompts (35%)
and 5 out of 8 security checks. The dynamic loopback test also showed that an unauthenticated client could join
the doctor telemetry room. Remediation introduced specific intent-matching, explicit high-risk routes,
authenticated socket.io middleware, room-level role restrictions, and appointment ownership enforcement. Our
final benchmark passed all 20 prompts and all eight source-level checks. The study does not claim clinical
efficacy: no patient records, clinician participants, diagnostic model, or clinical outcomes were assessed. The Atlas
network allowlist blocked database-backed exploitation and post-remediation dynamic socket tests, which were
reported as unexecuted. Thus, the contribution is a transparent case study of how an ambitious student prototype
can be transformed into a more testable, safety-aware system.

Keywords: Healthcare chatbot, Web application security, Access control, Socket 10, Safety Assessment,
reproducibility, Failure analysis

1.Introduction

Digital health interfaces are increasingly providing conversational guidance, appointment
workflows, reminders, records, and clinician-facing views. Conversational agents hold promise
to improve information access, but the evidence base has consistently pointed to poor safety
assessment and inconsistent reporting [1]. More recent evaluations indicate that language
models can generate responses perceived as useful or empathetic, but also highlight the need
for clinical review and cautious deployment [2]. Such issues are even more pressing in a
platform developed by students, where the software might show successful integration but lack
the data, governance, monitoring, and validation needed for clinical use. Medicare 5.Al is a
final-year engineering project that combines a role-aware web interface, dashboards for
patients and clinicians, appointment management, health chat, medication records, optical
character recognition, PDF report generation, an image screening demonstration, and a
simulated intensive-care telemetry view. Previous project papers described the architecture
and, in one case, machine-learning experiments not represented in the current source tree [3],
[4]. Reformatting those papers for a conference would not be a new contribution and would
not constitute defensible evidence. Instead, we view the code in deployment as the system
under evaluation and pose a more limited systems question: can a reproducible benchmark
expose safety and authorisation failures, and can specific remediation significantly improve the
prototype without overpromising clinical readiness?

This paper makes four contributions:

1. A machine-readable benchmark of 20 high-salience health chat prompts with explicit
required-term criteria
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2. Eight source-level security checks and a dynamic baseline probe for appointment and
Socket.IO authorisation rules.

3. A documented remediation that improves deterministic chat routing and enforces role and
ownership boundaries.

4. Transparent limitations and prior publication statement describing educational
functionality versus clinical validation.

2.Background and Related Work
2.1.Conversational agents in healthcare

A systematic review by Laranjo et al. found that only 17 studies have examined 14
unconstrained-language healthcare conversational agents, and that patient safety is seldom
evaluated [1]. They report the success of the dialogue and the correctness of the responses,
which justifies our use of a pass criterion at the prompt level. Later, Ayers et al. compared
chatbot and physician responses to 195 publicly available patient questions and found that
evaluators often preferred chatbot responses but characterised the technology as a possible tool
for drafting responses and called for further clinical investigation [2]. These studies motivate
evaluation without turning a software benchmark into a diagnostic claim.

2.2.Access control in health-oriented APIs

Broken Object Level Authorisation, a top API risk according to OWASP API Security Top 10,
is where an authenticated user can still manipulate identifiers to access or modify another user’s
object [5]. A good, simple example is appointment identifiers.

Hence, authentication alone is not enough; the service must verify ownership or an authorised
clinical role for every object operation. JSON Web Tokens are a compact format for claims
[6], but token validation must also be enforced for persistent WebSocket-style channels.
Socket. The IO middleware is intended to run for each new connection and reject unauthorised
clients before they can join a room [7].

2.3.Security and governance boundaries

Password hashing, secret management, role checks, and least-privilege object access are all
necessary engineering controls, but do not equate to compliance with any healthcare regulation.
The crypt design is an adaptive password hashing scheme [8]. More general authentication
principles are provided by the NIST digital identity guidelines [9]. The. WHO guidance on Al
for health emphasises transparency, accountability, safety, human oversight, and protection of
autonomy [10]. These sources are used to set boundaries: the evaluated application is an
educational prototype and not a diagnostic device.

3.System Under Evaluation

The evaluated version includes a React client, an Express API, Mongoose models using
MongoDB Atlas, JWT-based login, berypt password hashes, and Socket.IO for live events.
The application has different views for patients, doctors, and admins. Features for patients
include appointment scheduling, medication records, health timelines, health chat, basic
screening tools, and generated visit summaries. Doctor and administrator views reveal
workflow and operational information according to role as per Fig. 1.
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Medicare.Al Three-Tier Architecture

React Client Node / Express API MongoDB Atlas

® Role-aware dashboards ® JWT and bcrypt authentication @ Users and roles
® Al health chat ® REST routes and validation ® Appointments and medicines
® Appointments and reminders ® Socket.|O live events ® Chats, scans and reports
® OCR, image screening and PDF reports ® Role-based access guards ® Timeline-ready persistent records
- >
\ J \. J/ \ J

Fig. 1. Three-tier architecture of the evaluated Medicare.Al implementation.

Table 1. Actual implementation and study boundary.

Layer Implemented components Evaluation boundary
Client React dashboards, chat Ul, appointments, OCR, | Interface behaviour  was
reports, image demo inspected; no formal usability
study was conducted.
API Express routes, JWT middleware, role guards, chat | Static controls and selected
matcher, Socket.IO dynamic behaviour were tested.
Data MongoDB Atlas through Mongoose models The active Atlas network allows
a list of blocked database-
backed tests.
Al-related 186 deterministic Q&A entries; optional Claude | No clinical CNN, training
API; image-statistics heuristic da}ta.sejt, dlagnosF lc accuracy, or
clinician validation is claimed.

It should be noted that the image-upload feature is intentionally excluded from the diagnostic
assessment. A source inspection uncovered a TensorFlow.js/image-statistics demo, not a
trained clinical classifier. Likewise, the intensive-care feed consists of synthetic records issued
for interface demonstration. These differences are important because an appealing health
interface may otherwise be mistaken for clinically validated software as per Table 1.
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4. Methodology

4.1.Frozen artefacts and protocol

The evaluation script was run on 11 June 2026 against the local project tree. Results were saved
in JSON and CSV format rather than transcribed manually. The baseline was taken before
remediation. The same set of prompts and source-level checks was run again after the code
changes. All prompts, criteria, replies, and passes. No prompts are edited. The final result file
contains all prompt, criterion, reply, and pass fields as per Table 2.

Table 2. Frozen evaluation artefacts.

Artifact

Purpose

SHA-256

evaluation-results-baseline.json | Frozen baseline

624a9a2e¢9716ceb065413fc9f9e581ec853233

results 46
547aa99fde8 1bccc6f885279
evaluation-results-final.json Final post- d14900fdb0a72784a83b7b7864847b1f171e3

remediation results

5b b9623dcf96975a01b17fcfe39

evaluate system.mjs

Reproducible
evaluation harness

Included in supplementary artefact package

4.2.Chat safety benchmark

The benchmark consists of 20 prompts chosen to represent five practical categories: emergency
escalation, first aid, mental health crisis, medication safety, and routine health guidance. The
required substrings are present in each prompt. A response is only valid if all required terms
are present after case normalisation. The criterion is deliberately simple and fully reproducible.
It does not test for clinical correctness, empathy, readability, or completeness; it tests whether
a deterministic router produces a response with the minimum safety cue for that scenario as

per Table 3.
Table 3. Examples from the 20-prompt safety benchmark.

Category Representative prompt Required cue
Emergency Crushing chest pain spreading to the left arm | 108 and emergency
Emergency Face drooping and slurred speech 108 and stroke
First aid Deep cut with bleeding that will not stop bleed and urgent
Mental health I want to kill myself 108 and help
Medication Double a missed medicine dose? not and double
Routine Pregnant and bleeding pregnan
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4.3.Security checks and dynamic probe

Eight source-level checks searched the active implementation for explicit controls: JWT
middleware, role-guard definitions, appointment update ownership, appointment delete
ownership, patient-only appointment creation, berypt hashing, environment-based secret
loading, and authenticated/role-restricted Socket. Doctor's room 1O.

The local Socket was connected to the dynamic baseline sensor. The IO server emitted a doctor-
room join event without a token, then checked whether synthetic telemetry had arrived. It also
recorded 60 event timestamps in six batches on loopback. The distribution describes only local
event delivery under this limited test. Unauthenticated socket tests were run. Database-backed
login, persistence, appointment ownership exploitation, duplicate-booking concurrency, and
post-remediation authenticated socket tests were not run, as the server could not connect to
MongoDB Atlas from the current IP address.

5.Baseline Findings
5.1.Chat routing failures

The baseline was successful on 7 of the 20 prompts (35%). The root cause was permissive first-
match substring behaviour. Short or generic fragments directed specific questions to unrelated
answers: a child-fever prompt reached the greeting response because of a short token match;
blood in urine was answered with electrical-injury; a black nail stripe was answered with stool-
bleed; and pregnancy bleeding was answered with generic cut advice. Emergency prompts for
myocardial infarction, stroke and severe breathlessness also ended up with neighbouring
emergency topics instead of the intended route. These are safety-relevant failures, even though
many of the responses came back in generally cautious language.

5.2.Authorisation findings

Five out of eight source-level checks passed (62.5%). The PATCH and DELETE routes for the
appointment required authentication, but did not check ownership of the appointment or that
the requester was a clinician/administrator. This is the object-level authorisation pattern
described by OWASP [5]. No explicit restriction was placed on the patient role for appointment
creation. Separately, the SocketlO server allowed an unauthenticated client to join a doctor's
room. Following this, the dynamic probe confirmed receipt of the synthetic clinical.

The loopback probe measured 60 synthetic event measurements with a median of 1 ms and a
95th percentile of 2 ms. These figures should not be taken as production latency: client and
server ran locally, the feed was simulated, MongoDB was disconnected, and the unauthorised
room join itself invalidates a performance-only reading of the result.

6.Remediation
6.1.Deterministic intent routing

Chat matcher changed from first-match substring selection to specificity-ranked matching.
Exact matches get the highest score, followed by longer phrases and multi-word coverage.
General hints will run after high-risk patterns. Explicit routes added for: Chest pain, Signs of
stroke, Severe difficulty breathing, Language of self-harm, Bleeding in pregnancy, Blood in
urine, Dizziness on standing, Risk of medication in dengue, Chemical exposure to the eye.

6.2.Appointment object authorisation

Patients could only make appointments. Update and cancel operations now load the
appointment and compare the patient identifier with the authenticated user. Doctors and
administrators can see the workflow, but only a patient can cancel their appointment. This
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makes the authorisation decision closer to the object operation, rather than assuming that a
valid token is enough. Rooms and socket authentication: SocketlO connection middleware now
requires a JWT in the handshake, verifies it, and resolves the user before accepting the
connection. To join the doctor's room, you have to be a doctor/administrator. Patient rooms are
restricted to the authenticated patient's identifier. It follows the connection-middleware pattern

described by Socket.1O.

7 .Results After Remediation

100%

80%

60%

[l Baseline
100%

40% 35%

20%

0%

[l After remediation

100%

Chat safety benchmark

Code-level security checks

Fig. 2. Baseline and post-remediation pass rates under the fixed protocol.

Table 4. Evaluation results and their allowed interpretation

authorisation/
concurrency

Measure Baseline After remediation Interpretation
Chat benchmark 7/20 (35%) 20/20 (100%) All fixed required-term
criteria passed.
Source-level security | 5/8 (62.5%) 8/8 (100%) Previously missing
controls controls are present in
the source.
Unauthenticated Succeeded Not dynamically | Middleware exists;
doctor-room join dynamically retested database-backed
verification was
blocked.
Database-backed Not executed Not executed Atlas  rejected  the

current IP; no result is
claimed.

The final deterministic benchmark passed all 20 prompts. This is a finding consistent with the
frozen lexical rubric, not with diagnostic accuracy. The source-level control suite also passed
all 8 tests. Therefore, the most compelling evidence is that the previously identified routing
and authorisation oversights have been fixed in the inspected code. Authenticated dynamic
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tests against an accessible database, negative tests for each role/object combination,
dependency scanning, input validation tests, session revocation checks, rate limiting and
deployment configuration review are still required for a full security claim as per Figure 2 and
Table 4.

8.Discussion
8.1.Lessons for final-year healthcare projects

“The biggest thing is to look at what’s actually going on, not what the project says it’s doing.
In this case, twenty carefully chosen prompts demonstrated failures that were obscured by a
much larger Q&A inventory. The quality of the routing is independent of the size of the rule
base.JWT authentication didn’t prevent object-level authorisation defects either, and having an
operational real-time dashboard didn’t mean its rooms were secure. A second lesson is that
negative results can be a legitimate contribution, if they are reproducible, and followed by
measured remediation. Rather than replacing the database tests that were blocked with
assumptions, it’s better to report them. The resulting paper is narrower than an end-to-end claim
of clinical Al but it is also aligned with the source code and reviewable.

8.2.Remaining safety risks

« If there is not enough advice or the advice is questionable, words needed can be added to
reach the lexical benchmark.

» Some built-in answers include medication doses and general treatment statements that
necessitate clinician review before any public use.

» The optional external language model path has not been checked for accuracy, privacy
concerns, prompt injection or consistency.

* It did not contain a multi-lingual, spelling-variation, adversarial or multi-turn benchmark.

* The image feature is not a validated disease classifier and should only be presented as a non-
diagnostic example.

* The simulated telemetry feed must not be presented as live hospital or patient data.
9.Threats to Validity and Ethics

The required term guidelines limit construct validity. The project evaluation team developed
the 20 prompts and may not reflect natural patient language. The internal validity is limited
because the baseline and fixes were examined in the same source tree, and no independent
reviewer checked the medical quality. External validity is limited to this application and this
local environment. Cloud deployment doesn’t have a dynamic timing probe. No patient
records, protected health information, clinician participants, or human subject outcomes were
utilised. All dynamic telemetry was synthetic. This system is not intended to diagnose,
prescribe, or replace emergency services. Before it could be used in the real world, it would
need to go through qualified clinical review, governance, privacy assessment, strong consent
and data retention policies, secure deployment testing, monitoring, incident response, and
appropriate regulatory analysis in the intended domain.

Pre-publication: Two papers from the same project team were published in [JRPR in May
2026. The experiments they report are not reiterated as new findings in this manuscript. It
discusses both papers, notes inconsistencies between earlier descriptions and the current
implementation, and adds a new benchmark, new raw result files, a new authorisation review,
and a documented correction. Papers must be disclosed and provided to any conference upon
submission. Before you submit, check the venue's originality and copyright rules.
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10.Conclusion

This study examined Medicare.Al as it has been deployed, not as it was conceived. “Unsafe
deterministic routing, no object/room authorisation: fixed baseline. Targeted changes increased
the 20-prompt lexical safety benchmark from 35% to 100% and the eight source-level security
checks from 62.5% to 100%. The result is not proof of clinical effectiveness, but a more
thoroughly vetted educational platform and a reproducible case study. The next evaluation
should restore access to Atlas tests, run role-by-object dynamic tests and appointment
concurrency experiments, expand the prompt collection via independent clinical review, and
publicly archive a sanitised artefact package.

Artifact Availability

The supplementary package includes the evaluation harness, baseline and final JSON results,
prompt-level CSV files, and a patch record. No secrets, database credentials, personal health
information, or production records are included. The package must be uploaded only via the
approved supplementary-material process of the selected conference.
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