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Abstract:  

The need to develop advanced DSS to identify both known and unknown threats has stemmed up due to the rising 
rate of cyber-attacks. Conventional IDS, such as signature and anomaly detection systems have a few shortcomings, 
such as large false-positive levels, inflexibility to zero- day attacks and low scalability. This paper surveys in detail 
the deep learning-based IDS techniques, and examines the contribution made by the deep learning-based IDS 
techniques to various environments, including Internet of Things, cloud computing and industrial control systems. It 
discusses the different architectures of CNN, RNN, LSTM, autoencoders and hybrid models in detail. The problems 
of the real-life implementation, benchmark datasets, and comparative studies with a focus on the gains of the 
detection accuracy and real-time response are outlined. Revenues of such improvement, there are still challenges that 
require improvement, such as the complexity of computation, the imbalance of the data, the vulnerability of 
adversarial and the limitations of deployment. The paper ends by recommending the trends of future investigation in 
the fields of lightweight model generation, federated learning and adversarial robust architecture, to next-generation 
IDS solutions. 

Keywords: Intrusion Detection System (IDS), Deep Learning, Cybersecurity, Anomaly Detection, Network Security, 
Machine Learning. 

1. INTRODUCTION 

Rapid evolution of the digital infrastructure and implementation of numerous networked systems helped 
to produce a number of cyber threats. Intrusion Detection Systems (IDS) is an essential solution in the 
context of current-day cybersecurity, as they provide a means of tracking the traffic flows on networks and 
the actions within systems to track the possible intrusion. Anomaly and signature-based IDS (classical 
IDS) detection techniques were effective but severely limited. Signature based IDS, such as SNORT, are 
based on reapproach attack signatures, and cannot newer or zero-day attacks [1]. Anomaly based IDS, 
however, tries to identify the anomalies with regard to the normal behavior, however they tend to produce 
high false positive rates and as such, decreases the confidence of its practical implementation [2]. 

To address these weaknesses, it was proposed to implement deep learning-based IDS models which 
could serve as the possible solution. They use such models to apply neural networks to massive 
volumes of network traffic to automatically discover attack features, without any knowledge of 
domains being available. Deep learning structures can automatically repair themselves to dynamic 
cyberattacks to enhance the detection quality and stability [3]. 

The current paper tries making an overall survey of the use of deep learning in Intrusion Detection 
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Systems (IDS) with the focus on three fundamental purposes. To start with, it describes multiple deep 
learning architectures applied in the context of IDS, focusing on its reasoning, how it implemented, ways 
in which it works and how it performs. Second, it compares the performance of the current models of IDS 
on benchmark datasets that are widely used based on the following concept: detection accuracy, 
flexibility and computational complexity. Third, it examines the key challenges that occurred during 
achieving deep learning-based IDS deployment and it proclaims the future research direction on how their 
performance can be improved further to attain greater scalability and practicality in the real network 
system setting. 

2. OVERVIEW OF IoT AND ITS SECURITY 

Internet of Things or IoT is a disruptive type of technology that binds billions of intelligent devices that 
comprise factory sensors, medical equipment, appliances, and wearables. End-to-end automation and 
sharing of information brought about efficiency and enhanced life that was made possible through this 
mass connectivity. A growing number and type of IoT devices, however, have also increased the attack 
surface particularly, and has meant that these systems are exposed to a vast range of cybersecurity threats. 
IoT devices are usually not that powerful in terms of their computational and storage capabilities, making 
it impossible to extensively use the strong security mechanisms. In addition, the devices provide simple 
access to attackers because most of them use older versions of the firmware or have default passwords. 
These exposures are further increased by the lack of a set of uniform security standards combined with 
patchwork regulatory landscapes that result in potential large-scale infiltrations, misuse of data, and 
failure of service in critical infrastructures [4]. This means that Intrusion Detection Systems (IDS) that 
have been designed to operate on traditional networks have new challenges when they are applied to an 
IoT. The problems are a heterogeneous device protocol, available limited resources and real time anomaly 
detection. Deep learning-based IDS provide an advanced technique to provide automatic learning using 
high representation of network traffic to distinguish frequent and sophisticated attack patterns. In the case 
of IoT use, the IDS design must address high accuracy of detection as well as efficiency and low 
computational weight. Neural network algorithms such as Convolutional Neural Networks (CNNs) and 
Autoencoders (AEs) have been found to be great at compromising abnormal IoT activity in real-time. 
Also, adaptive models of IDS can be trained continuously based on new attack information and are self-
evolving on the aspect of defense. Lastly, digital interconnectedness as brought by the IoT has 
necessitated close intelligent and competent intrusion detection systems to respond to emerging and 
adverse threats on networked devices. Deep learning-based IDS is one sector that has the prospective to 
produce secure, scalable as well autonomous IoT. 

3. SECURITY ASPECTS FOR THE INTERNET OF THINGS 

The issue of IoT ecosystem security is a complicated phenomenon. It requires sensitive understanding 
of the nature of attack goals, attack vectors, and broad spectrums of attack scenarios that exploit even 
the vulnerabilities of the architectures of IoT at large. The IoT devices are distributed in nature and 
possess limited computing capabilities so they rarely possess adequate security including encryption, 
authentication, and timely software updates. This makes them appealing sources that can be affected 
by the cybercriminals in order to disrupt the operations or have unauthorized access to the systems 
that are connected [5]. 

3.1 Attack Targets and Goals: 

There are generally three broad objectives of attackers of IoT systems Breaching’s the Integrity of the 
Devices: Hacking the IoT devices so as to adjust the functionality of the devices or just switch them 
off. Hacking into gadgets or networks and seizing sensitive or personal data to sell the information to 
spied-on networks, financial purposes, or surveillance. Disruption of Service: A massive-scale attack 
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and Disruption of Service in which the disruption is performed by using Distributed Denial of Service 
(DDoS) attacks or hijacking communications to disrupt functionality in a system. Weakened IoT 
devices are also used to act as an access point to larger networks. The compromised device would then 
be used by attackers to access adjacent devices and increase privileges or rub malicious code in 
neighboring machines. This alliance chain is posing considerable danger to critical infrastructures 
such as healthcare, smart grids and industrial automation systems. To reduce such threats, install 
intelligent intrusion detection tools, which have capabilities to constantly research the traffic of the IoT 
and identify suspicious patterns that may amount to an imminent attack. 

3.2 Typical Attack Patterns in IoT Environments. 

Various types of cyber-attacks can exploit inherent weaknesses of IoT networks, which can be used to 
initiate attacks on them. DDoS (Distributed Denial of Service) attacks are among the most popular and 
consist in the bullying of network resources with large botnets that paralyze the functioning of key 
services. An equally plausible threat is the Man-in-the-Middle (MitM) attacks, through which the 
attackers tap and compromise information exchanged between the IoT devices and the gateways, 
preferably on unsecured or insufficiently secured communication channels. The other threat is malware 
injection; malicious executable codes are injected into the Fig. 1. Cyber intrusion illustration showing 

attack flow in an IoT network 

IoT devices to obtain sensitive information, disable critical operations or execute remote unauthorized 
commands. Also, insecure authentication mechanisms, which can be caused by default, or little controlled 
credentials, enable easy unauthorized access. Finally, there are eavesdropping and data leakage since 
unencrypted communication will provide sensitive information such as sensor measurements, user 
behavior and location data. Combined these attacks vectors are based on systemic vulnerabilities such as 
the lack of device resources, expired firmware, and vulnerable communication policies. To overcome 
those risks, the next-generation IoT defense systems will need to put continuous monitoring, strong 
encryption, and anomaly detection systems built on deep learning and capable of identifying abnormal 
patterns in real-time and prompting real-time mitigation actions [6]. 

4. OVERVIEW OF INTRUSION DETECTION SYSTEMS (IDS): 

Among the elements of the options to the problem of cybersecurity is Intrusion Detection Systems (IDS) 
that fulfills the role of detecting and responding to the harmful activity of the network or host. As the 
complexity and frequency of cyberattacks increased, the IDS technologies have developed to become the 
rule-based frameworks to the machine learning (ML) and deep learning (DL)-based frameworks that can 
process huge and complicated data streams in real-time [7]. An IDS would typically trace network traffic, 
system logs and user actions with a view of identifying some sort of pattern that is a sign of unauthorized 
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access, malware code attacks or denial-of-service (DoS) attacks. Regarding IDS, it consists of broad 
categories, i.e. Host- Based, Network-Based, and Hybrid Systems, in terms of the way they were 
implemented and the level of monitoring. 

4.1 Intrusion Detection System Types 

a. Host-Based Intrusion Detection System (HIS): HIS works directly on single hosts/endpoints. It is 
responsive to system calls, log files, integrity of files,  and  activity  of  users  and  attempted 
abnormality or escalation of privileges. The limitation of HIS is that it does not detect larger attacks of 
networks, even though it is effective in insider threats. 

b. Network-Based Intrusion Detection System (NIDS): The NIDS vulnerability will track the 
network traffic at the strategic points within the infrastructure in order to determine the pattern of 
suspicious communications. The NIDS is most effective when dealing with DoS attacks, malware 
transmission and intrusion attempts. There are also problems with encrypted traffic with NIDS, and in 
most instances, they are highly consumptive processors to perform a deep packet inspection. 

Fig. 2. Types of intrusion detection systems. 

 

c. Hybrid IDS: Hybrid IDS integrates the host- based and network-based monitoring capabilities and 
integrates the information obtained on multiple sources and identify threats with combined accuracy 
on a large scale. The hybrid systems are also computationally intensive and not easy to run, as much 
as they have the advantage of giving a more extensive coverage in the detection [8]. 

4.2 IDS Detection Mechanisms 

IDSs mostly use one of three main methods of detection: 

a. Signature-Based Detection: Matches the incoming traffic with a database of predefined attack 
patterns. Although this approach is very effective in the detection of already known threats, it is 
unable to detect new or zero-day attacks [9]. 

b. Anomaly-Based Detection: Constructs a representation of standard system behaviour and reports 
important deviations as possible intrusions. This method can be based on machine learning methods. 
Despite this strength, IDS method of anomaly identify is prone to high rates of false-positives because 
the network behaviour is dynamic in nature [10]. 

c. Hybrid Detection: Integrates signature-based with anomaly-based to achieve increase in detection 
accuracy and decrease false alarms. Nevertheless, hybrid methods tend to raise the cost of computation. 
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4.3 Evolution of IDS through Machine Learning and Deep Learning 

Traditional Intrusion Detection System (IDS)- based strategies tend to struggle in response to the increased 
complexity of the new networks, use of attempts to encrypt traffic, and enormous amounts of real-time 
traffic. In order to seal this gap, the implementation of machine learning (ML) and deep learning (DL) 
techniques resulted in significant improvements in intrusion detection systems. The IDS solutions based 
on machine learning have been used successfully to identify whether a network traffic is malicious or 
normal, including the Decision Trees (DT), Support Vector Machines (SVM), and K-Nearest Neighbors 
(KNN) solutions. However, traditional ML models are highly reliant on manual feature engineering and 
may be incapable of identifying more complicated, nonlinear patterns of attacks. In their turn, IDS models 
based on deep learning make use of elaborate architectures such as Convolutional Neural Networks 
(CNN), Long Short-Term Memory (LSTM) networks, and Autoencoders (AE) to discover how to 
transform raw traffic data in a more expressive, informative form using automated feature extraction, 
thereby using the better detection ability and flexibility [12]. Designed these DL-based models can detect 
advanced attack patterns, acquire temporal correlation, and unify to scale with large data sets to provide a 
smart and highly effective layer of security to the current. 

5. DEEP LEARNING TECHNIQUES FOR INTRUSION DETECTION SYSTEMS (IDS) 

DL came to save the day of Intrusion Detection Systems (IDS) as it enables models to learn complicated 
patterns through the raw network traffic and information about system activity with no human 
intervention. Unlike traditional machine learning (ML) procedures, which require large amounts of 
manual feature engineering, deep learning has the ability to discover meaningful features by itself with 
minimal human supervision. Inherited signature-based IDS require attack signatures that are already 
configured and thus, they are not effective in the case of a zero-day attack. Similarly, it is akin to the 
fact that anomaly-based IDS will have large false positives since the behaviour of the network is dynamic 
[13]. Deep learning IDSs solve such issues with neural networks which can perform adaptive learning, 
feature automatic extraction as well as detection of known and novel intrusions with high precision. 

5.1 Convolutional Neural Networks (CNN) 

The applications of CNNs to computer vision are their most common applications, but the networks 
have been utilized successfully with network intrusion detection. They derive their power out of being 
able to process structured network data and identifying spatial patterns between features. CNN based 
IDS models convert network packet data into multi-dimensional matrices over which pattern detection 
is performed automatically without the need to preprocess the packets manually [14]. 

Convolutional neural networks (CNNs) are also necessary elements of deep learning-based Intrusion 
Detection Systems (IDS) because they are effective in extracting spatial properties of network traffic. 
In IDS, CNNs transform packet headers, payloads, and metadata into feature maps which are arranged 
to allow convolutional networks to detect spatial relationships between features. Such feature 
representations are then pooled to reduce the dimensionality of computation, which has to be 
optimized at the least loss in the information, whereas fully connected layers do the final network 
traffic classification as malicious or normal. The main advantages of CNNs are that they are able to 
extract features automatically of raw data without feature engineering is necessary and that they can 
be used to reach high detection rates in identifying strictly defined patterns of intrusion. Moreover, 
CNNs can be scaled to a great extent and handle large volumes of traffic on the network. Nevertheless, 
CNN-based IDS models have various limitations, irrespective of their merits. They yield large 
computational needs of training, and are not naturally temporally aware correspondingly, more 
susceptible to sequential or dynamic attack patterns, and prone to adversarial perturbation, where 
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minor changes in input traffic may disturb the classifier [15]. In order to tackle these shortcomings 
hybrid CNN -LSTM classifier models have also been proposed that combine the ability of CNNs to 
extract spatial features with LSTM ability to model temporal sequences to enhance the accuracy and 
resistance to sophisticated network attacks. 

5.2 Recurrent Neural Networks (RNN) and Long Short-Term Memory (LSTM) 

The RNNs, and its development, the Long Short- Term Memory (LSTM) networks, are especially 
useful when it is desirable to achieve a temporal dependency on network traffic data. In contrast to 
Convolutional Neural Networks (CNNs) that are more focused on the learning of spatial relationships, 
RNNs and LSTMs are considered to learn sequential relationships over time which means that they 
are capable of detecting intrusion patterns that occur among a sequence of packets or communication 
sessions [16].It is particularly because of their capability to learn based on historical data that they are 
especially useful in identifying slow, persistent or evolving attack behavior. Such models are 
advanced at the detection of intrusion based on flow by identifying dependencies and correlation 
between logs of the system and IoT communications over a long period of time, making them very 
accurate at detection. Nevertheless, although there are such benefits, there are also several problems 
with RNN and LSTM architectures. The serial nature of the data processing process makes 
computations very expensive and training time consumes more time, whereas the long-term 
dependencies decrease the overall memory overhead. Moreover, these models are prone to adversarial 
manipulation where attackers may develop input sequence that avoids detection. Recent papers have 
mitigated these constraints by providing hybrid CNNLSTM networks and attention endowed 
architectures, that integrate both spatial and temporal learning in attaining enhanced interpretability, 
efficiency and resilience in real-time deployment of IDS. 

5.3 Autoencoders (AE) 

Autoencoders (AEs) are the unsupervised but programmed deep learning models, which are programmed 
to learn how to provide a representation of the input data in a concise way by attempting to recreate. The 
information of a compressed latent space. In the case of Intrusion Detection Systems (IDS), Autoencoders 
are particularly exploitable in identifying the anomalies and detecting the attacks of the zero- day 
category. These models typically only learn typical network traffic patterns and by the time it is being 
inferred, any huge error in reconstruction is insinuated as potential evidence of malicious activity or a 
traffic pattern not previously known [18]. The major benefits of Autoencoder-based IDS models are that 
they can be trained without printed data, they also show good results with deviation analysis detecting 
zero-day intrusion and their light architecture allows them to be trained faster and easier than CNN- or 
LSTM- based systems. Although these are the above advantages of autoencoders, there are certain 
limitations associated with them. They are capable of yielding false positives by detecting minor 
deviations of normal traffic as attacks, and their output is highly sensitive to the reconstruction level set, 
which directly influences false detection and sensitivity. Moreover, Autoencoders do not include much 
contextual understanding because it is based on the reconstruction of shared inputs rather than the 
sequential or time-based behavior model. Newer research has also investigated Autoencoders with 
statistical filtering, adversarial training, and hybrid CNN-LSTM structures to create a network which 
combines the effectiveness of multiple learning paradigms to offer greater accuracy  and  stability  to  
new applications of IDS [19]. 

5.4 Hybrid Deep Learning Models 

Hybrid IDS models are those models, which result in a best compromise between the detection 
accuracy, scalability, and computational performance, and they are the combination of different deep 
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learning models. The common example is CNN-LSTM hybrid architecture, which applies 
Convolutional Neural Network (CNN) filters at first stage to obtain spatial patterns on the network 
traffic, and uses then Long Short-Term Memory (LSTM) layers to detect temporal relationships. Such 
combination enables the model to both acquire the sequential and structural characteristics of attacks 
and results in an enhanced detection performance. Hybrid models have been the most accurate with 
less false positives compared to the benchmarking data of NSL-KDD, CICIDS2017, and UNSW- 
NB15 [20]. Their spatial and temporal learning capabilities make the representation of features 
holistic and flexible to deal with non-homogeneous sources of data, including IoT, industrial, and 
clouds. Even though such models in practice have serious challenges in the form of increased 
computing overhead, complex hyperparameter optimization requirements, and scaling issues when 
deployed in real-time and limited resources, hybrid deep learning models represent a current trend in 
the study of IDS. They combine the complementary capabilities of a number of disparate neural 
architectures in a synergistic manner in order to offer powerful, adaptive protection to known and 
unknown cyber threats. 

6. LITERATURE SURVEY 

In the recent decade, Intrusion Detection Systems (IDS) have developed beyond rule based and 
statistical tools, and use deep learning motivated techniques that use large-scale and labelled data sets 
to train and validate. The last advancements of datasets related to the IoT such as CICIoT2023 have 
increased the realism and suitability of testing the IDS by an impressive margin. This part of the 
research paper will both encapsulate key contribution works based on the method category, and 
identify why the CICIoT2023 data would be critical in the current generation of the IDS research. 

6.1 Machine Learning–Based IDS 

Earlier IDS paradigms were heavily dependent on using feature engineering with respect to feature 
engineering and performed reasonably well with smaller datasets such as NSL-KDD (2009) and 
UNSW-NB15 (2015). These datasets lack modern IoT traffic features and type of attack. 

To cite an example, Al-Nashif et al. [21] introduced a multi-level ML-based IDS (ML-IDS) that optimized 
the detection accuracy by extracting features and analysing traffic flows but on a normal network protocol 
only. Ngo et al. [22] compared feature selection to extraction using UNSW-NB15 dataset and found that 
the ML models were not on a scale when using high- dimensional IoT data. 

Such works highlight the need for more realistic and IoT-oriented data which motivated the creation of the 
CICIoT2023 benchmark, including network-layer and application-layer attacks to the IoT. 

6.2 Deep Learning–Based IDS 

In the case of IoT, Industrial IoT (IoT), and cloud computing devices, deep learning systems have 
significantly improved the efficiency of IDS. Nandanwar and Katarya [23] suggested CNN- Autoencoder 
hybrid of IoT that achieved 92.3 per cent accuracy but Srinivasan and Senthilkumar 

[24] dealt with the imbalance issue by using SMOTE and Echo State Networks (ESN) and achieved 99.56 
per cent accuracy. These works despite being successful had used older or synthetic datasets. 

The recent researches shifted to CICIoT2023, which includes the recent IoT attacks, such as Mirai, 
MQTT brute force, data exfiltration, DoS, and reconnaissance. The dataset contains more than 70 million 
reflective network flows reflecting the real-world IoT traffic patterns, which were collected with smart 
home devices and smart industrial devices. 
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Our current study takes advantage of CICIoT2023 to compare various deep learning models including 
CNN, LSTM, Autoencoder and hybrid CNNLSTM models to conduct widespread aberration detection in 
IoT conditions. Unlike regular datasetsCICIDS2017, UNSW-NB15), CICIoT2023 offers greater data 
quantity, richer attack variety, and better protocol representation, and thus is well-suited for model 
generalization and real-time deployment of IDS. 

6.3 Comparative Analysis of Datasets and Techniques 

To contextualize the importance of CICIoT2023, Table 1 compares commonly used IDS datasets. 

Table 1. Comparative overview of benchmark IDS datasets. 

 

Furthermore, Table 2 summarizes representative DL-based IDS approaches evaluated using modern 
datasets, including CICIoT2023. 

Table 2. Summary of representative DL-based IDS models using recent IoT datasets. 

6.4 Summary of Observations 

Based on the literature and implementation experience, it can be said that the CICIoT2023 dataset can 
be considered an essential metric to test the performance of the modern Intrusion Detection Systems 
(IDS) due to its comprehensive coverage of the types of attacks in IoT and its realistic reflection of 
the network behaviours. The models of deep learning, such as Convolutional Neural Networks 
(CNN), Long Short-Term Memory (LSTM) networks, and Autoencoders (AE) outperform the 
traditional machine learning-based IDS solutions in terms of accuracy and flexibility in their use 
many times over. Among them, the most suitable option would be hybrid deep models that provide a 
compromise between the scope of detection and false positives reduction, which is suitable in those 
settings when IoT scales have a massive scale. Nevertheless, limitations in dataset size, diversity, and 
class imbalance remain a factor in the performance of IDS and in generalization. This study through 
the CICIoT2023 data will help in creating scalable, high-accuracy, and IoT-aware intrusion detection 
systems to counter the dynamic nature of upcoming cyber threats. 

7. CHALLENGES IN DEEP LEARNING– BASED IDS USING CICIoT2023 
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Despite the rapid development of deep learning(DL)-based Intrusion Detection Systems (IDS), there 
are a number of significant issues on the way to efficient, scalable, and reliable detection, particularly in 
relation to the CICIoT2023 dataset that can be regarded as one of the most large-scale and diverse 
benchmarks on IoT intrusion detection. 

7.1 Computational Complexity 

The DNNs such as CNNs, LSTMs, and hybrid CNN-LSTM models are computationally intensive 
models. 

CICIoT2023 data incurs more than 70 million entries of network flow and this is multiplied by exponent 
of a multiplication of training time and required memory. The training of this type of large datasets 
generally requires endpoint GPUs, substantial preprocessing, and distributed computing. Even though 
CNNs provide efficient inference once trained, they are expensive to train the first time, and LSTM based 
architectures also have sequential dependence elements that slow down model convergence. In this way, 
the minimization of DL architecture to achieve real-time detection in the IoT system with power 
constraints is a daunting task [30]. 

7.2 Class Imbalance and Data Diversity 

On the one hand, CICIoT2023 is quite broad but on the other hand, its classes are highly asymmetric with 
some being represented by several millions of samples (e.g., DoS and Mirai) and some by less than a 
thousand (e.g., Data Exfiltration, SQL Injection). This is an imbalance that leads to Biases in models 
towards dominant classes meaning low recall rates of infrequent yet significant attack variants. Techniques 
such as Synthetic Minority Over- sampling (SMOTE), data augmentation and class- weighted loss 
functions are important to address this issue. Nonetheless, it is important to do it well in a dataset of such 
a scale to avoid overfitting and computational inefficiency [31]. 

7.3 Adversarial and Evasion Attacks 

Design Deep learning-based IDSs are prone to adversarial examples, which are inputs that are crafted to 
deceive the models due to minor perturbations to network features. 
Adversarial traffic is capable of producing benign IoT traffic patterns in CICIoT2023, accomplishing this 
intention without revealing their intent. 
The hackers can exploit this vulnerability and avoid detection compelling the reliability of the DL-based 
IDS. 
Adversarial robustness: Adversarial training, defensive distillation, and explainable AI (XAI) are some of 
the top prioritized concerns that must be ensured [32]. 
7.4  Real-Time Processing and Scalability 

The processing of real-time IoT network traffic is also another paramount challenge. 
High dimensional feature space of the CICIoT2023 data and heterogeneous protocols (incl. MQTT, 
CoAP, Modbus, HTTP) demand that the models can be able to serve millions of records per second 
with low latency. 
Its existing architecture does not effectively do so, especially when applied in resource-constrained 
edge devices or in the fog nodes. 
It is promising using stream processing engines (e.g. Apache Kafka, Apache Spark streaming), 
hardware (e.g. GPUs, TPUs or FPGAs). remedies on how to reach near-real time performance. 
7.5 Model Interpretability and Trust 

Deep learning models are prone to being black boxes and it is hard to question why a particular 
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intrusion was identified or it was overlooked by the cybersecurity analysts. 
By increasing a lack of interpretability in operational settings will increase lack of trust, as well as 
making incident responses harder to complete. 
By incorporating Explainable AI (XAI) methods (SHAP (Shapley Additive explanations)) and LIME 
(Local Interpretable Model-Agnostic Explanations) into IDS pipelines, it is possible to visualize 
feature importance and enhance it. 
7.6 Future Research Directions 

In order to overcome the challenges presented above, future studies on the Intrusion Detection Systems 
(IDS) based on deep learning and using the CICIoT2023 data, one should focus on several areas of 
direction. To begin with, model architectures should be developed to be lightweight and efficient to deploy 
on edge and IoT devices; model pruning, quantization, and knowledge distillation could be vital to cut 
computation costs by a significant margin without affecting the performance of detection. Second, there 
should be potential studies on  

Fig 3.Proposed future framework for deep learning-based IDS in IoT networks 

more sophisticated data balancing, such as the application of Generative Adversarial networks 
(GANs) and variational autoencoders to generate minority attack samples and reduce the problem of 
class imbalance. Third, Federated Learning (FL) can be used to adopt federated and collaborative IDS 
models that can train decentralized models on distributed IoT nodes, maintaining privacy of the data 
and enhancing scalability. Fourth, to augment IDS resilience to adversarial instances in the face of 
evasion and poisoning attacks, adversarial robust training methods are required which include 
adversarial sample generation and adversarial robust feature extraction. Fifth, integrating the 
Explainable AI (XAI) frameworks with the IDS decision layers should be built to create explainable 
and transparent detection mechanisms, which were aimed at enhancing interpretability in a 
cybersecurity professional. Lastly, it can be possible to support real-time threat detection and prompt 
response in dynamic IoT environments through the combination of deep learning-based IDS with 
real-time stream processing infrastructures, with edge analytics, both of which contribute to the overall 
security posture of connected systems. 

8. CONCLUSION 

Intrusion Detection Systems (IDS) play a significant role in maintaining the integrity and security of 
modern digital infrastructures particularly in the rapidly expanding Internet of Things (IoT) ecosystem. 
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Conventional IDS systems, including signature based and anomaly- based systems, will have a hard time 
coping with zero-day attacks, issues of scalability as well as the nature of change of network 
environments which are dynamic. The implementation of deep learning (DL) methods has caused a 
breakthrough in the industry with the ability to automate feature extraction, learn dynamically and detect 
advanced and emerging cyber-attacks with high precision. This paper presented a systematic literature 
review of deep learning-based IDS models used in the Internet of Things and as a reference point to the 
CICIoT2023 dataset as a contemporary benchmark. Unlike such traditional datasets as NSL-KDD, 
UNSW-NB15, and CICIDS2017. 

CICIoT2023 dataset offers a heterogeneous and natural modeling of the behavior of IoT networks and 
attack patterns, which facilitates the development of a robust and generalizable detector. As demonstrated 
by the review, DL architectures such as those built on Convolutional Neural Networks (CNN), Long 
Short-Term Memory (LSTM) networks, and Autoencoders are always more effective than traditional 
machine learning models on accuracy and flexibilities, and hybrid models such as CNN-LSTM pairs 
achieve better performance by ensuring that space and time connections remain intact within the IoT 
traffic. Nevertheless, there exist problems of data imbalance, computation costs, and vulnerability to 
adversarial attacks, particularly when applied to large-sized data. Such new directions of research as 
lightweight model design, federated learning-based IDS, and implementation of explainable artificial 
intelligence (XAI) have potential solutions to enhance the levels of scalability, privacy, and 
explainability. Overall, the developments around deep learning CICIoT2023-trainable IDS models can be 
regarded as a significant step on the way to an intelligent, adaptive, and strong solution to the current 
problem of cybersecurity. To ensure that the IDS solutions remain effective, efficient, and reliable in 
more sophisticated contexts of the IoT and edge computing, future work has to be devoted to real-time 
deployment, adversarial robustness, along with explainability of the models. 
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